


















































































































































































CONFIDENTIAL AND PROPRIETARY
MASTER SERVICES AGREEMENT

FINAL

Exhibit A

Form of Statement of Work

This Statement of Work Number ___ is issued pursuant to the Master Services Agreement
dated as of _____________________ (the “MSA”) between the State of Vermont (“SOV”) and
CGI Technologies and Solutions Inc. (“Supplier”). This Statement of Work incorporates the
terms and conditions of the MSA as if the MSA were fully set forth in the text of this Statement
of Work. Capitalized terms not defined in this Statement of Work are defined in the MSA.

1. Effective Date and Term of this Statement of Work.

This Statement of Work is effective as of [insert effective date] (“Statement of Work
Effective Date”) and shall continue through [insert anticipated end date] which shall
constitute the “Statement of Work Term”. [Insert agreed renewal provisions]

2. Services to be Performed and Schedule of Performance.

A. Scope of Services

[Provide a detailed description of the scope of Services broken down by type of
Services covered by this Statement of Work such as BP Services, CC Services, IT
Services, including project management, design, development, business processes,
etc.

The following detailed responsibility matrix specifies Supplier Personnel roles and
responsibilities in connection with this Statement of Work and SOV responsibilities,
approvals and Resources agreed to by the parties:

B. Location of Services.

[Identify all locations related to or involved in the performance of Services]

C. Deliverables and Work Product.

[Identify all manuals, guidelines, procedures, methodologies, records, reports,
customer service scripts and screens, design, program, functional, operational and
other specifications and documentation for all Work Product.]

D. Milestone Schedule

[Include a detailed milestone, progress, delivery, availability and completion
schedule.]

E. Specifications

[Include detailed specifications describing and defining the relevant design,
functional, operational and performance characteristics, specifications,
configurations, standards and criteria applicable to the development, delivery and
performance of the Services]

F. Acceptance Criteria and Process.

[Describe the proposed criteria and procedures required to verify and confirm the
completeness, accuracy and acceptability of the Services and the conformance of
such Services to the Requirements related to the achievement of any milestone on
the Milestone Schedule; include development of a Deliverable Expectation
Document (DED) where appropriate to establish criteria for acceptance of the
applicable deliverable; include time periods for review considering size and scope of
deliverables, timing for resubmission in the event that any of the Acceptance Testing
fails, and any other Acceptance provisions.]
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G. Impact Analysis.

[Describe specific information concerning development, timing and scope of any
impact analysis, feasibility study or other inquiry or evaluation required by Supplier to
determine whether and to what extent the proposed Services may affect SOV, or the
conduct or performance of any other Services.]

H. Supplier Personnel.

I. The following are Key Supplier Personnel: [Identify Key Supplier Personnel
assigned to the performance of the Services and such key staff roles and
responsibilities.]

J. Supplier Resources.

[Include a detailed description of all Supplier Resources applicable to this SOW and
not otherwise set forth herein.]

K. SOV Roles and Responsibilities.

[Describe approvals or Resources required by Supplier and agreed by SOV to be
necessary for the proper implementation and performance of the Services.]

1. Services or Support: [Describe any portions of the project that are to be
performed by SOV or provided by SOV to Supplier. In addition, describe any
support functions that are to be performed by SOV].

2. Facilities, Equipment and SOV Resources: [Describe any facilities, equipment,
tools, supplies, telephone lines and service, office support and other sorts of
equipment, facilities, or related items to be provide by SOV for Supplier’s use in
performing under this Statement of Work.]

3. Environments: [Specify any development, testing, implementation or other
environments to be provided by SOV].

4. Proprietary Materials: [List any proprietary materials to be provided by SOV.]
SOV will arrange to provide access and/or licenses for Supplier to use the
following SOV Software necessary for the performance of Services, whereupon,
unless otherwise specifically set forth herein, Supplier shall be responsible for all
costs, license, support and other fees applicable to such access, license, use
and the operation thereof:

5. Other:

L. Governance Structure, Meetings and Reports.

[Describe any required project governance.]

Supplier shall schedule and lead the following meetings during the Term: [Describe
the types, frequency and mutual responsibilities of the parties with respect to the
manner in which they conduct meetings during the Term.]

Supplier shall provide the following Reports regarding this Statement of Work:

M. Migration Plan.

[If any Service is a service, function, operation or activity which SOV or any SOV
supplier (other than Supplier) is performing, conducting or providing and which will
be transitioned or migrated from SOV (or a SOV supplier), include a detailed, specific
and itemized chronological transition and migration plan, including schedules,
milestone and cutover dates, parallel and concurrent testing programs, overlap
periods and all other charts, directions and descriptions necessary to ensure a
seamless and efficient transfer, transition and migration.]
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N. Customer Satisfaction Survey.

Supplier shall conduct regular customer satisfaction surveys as follows:

[Set forth scope, timing, format and content of such survey and the procedures by
which each such survey will be conducted and administered]

O. Certifications.

Supplier shall maintain the following certifications during the Statement of Work
Term:

3. Hosting Services.

[Describe hosting services ]

4. Back Office Operations.

[Describe back office operations ]

5. Maintenance and Support.

[Describe maintenance and support services and obligations ]

6. Project Managers.

The Project Managers are:

Supplier SOV

7. Staff.

A. Subcontractors.

The following subcontractors are hereby approved by SOV for the purposes noted
[List each subcontractor and its roles and responsibilities]

B. Shared Staff.

[Describe any Services to be provided from a non-partitioned or shared processing
environment]

C. Security Requirements.

[Describe any exceptions to the security requirements in the MSA or to SOV’s
Security Policies and any additional security requirements]

8. Software.

A. Supplier Provided Software.

[Identify any Supplier Software that will be used to provide Services.]

B. SOV Provided Software.

[Identify any SOV Software that Supplier will be authorized to use to perform the
Services.]

C. Third Party Software provided by SOV.

[Specify any Third Party Software licensed by SOV to which Supplier will be granted
access under this Statement of Work, and list any Third Party Software for which
Supplier will not assume operational and financial responsibility and any related
maintenance obligations during the applicable Statement of Work Term to the same
extent as if Supplier were the licensee of such Third Party Software. Specify any
Third Party Software listed in this Section for which Supplier will not pay such third
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party licensors directly, or reimburse SOV upon receipt of invoices therefor, for all
license fees, royalties, use, support and other charges and amounts due under such
Third Party Software licenses commencing upon the Statement of Work Effective
Date and continuing throughout the Statement of Work Term.]

9. Hardware.

[Identify hardware provided in support of the Services to the extent relevant.]

10. Third Party Contracts.

The following Third Party Contracts are included in the scope of this SOW:

(i) Third Party Contracts to be assigned by SOV to Supplier, subject to Supplier
obtaining all Required Consents:

(ii) Third Party Contracts to be retained by SOV and, as necessary, any Required
Consents shall be obtained by Supplier with such reasonable assistance from SOV as is
requested by Supplier, or may be terminated by SOV at SOV’s cost, as specified in the
Statement of Work; and/or (iii) the respective financial, operational, administrative and
other obligations of the parties with respect to the Third Party Contracts shall be set forth
in the Statement of Work.]

11. Service Levels.

[Set forth Service Levels and Service Level Credits]

12. Security, Disaster Recovery, Business Continuity Procedures, Controls

13. Acceptance, Acceptance Testing and Acceptance Testing Procedures

[Describe any additional Acceptance related provisions above those in Section 2.E]

14. Forecasting

[Describe forecasts to be provided under this Statement of Work and frequency of
updating of forecasts]

15. General Support . [Described any exceptions to obligations of Supplier to provide SOV
with general support for the Services, or any agreed additional cost therefor]

16. Facilities to be provided by Supplier.

A.

17. Assumptions.

18. Optional Services.

A.

19. Other Services.

A.

20. Charges and Pass-Through Expenses.

A. All payment terms, Milestone Deliverable Payment Schedule, retainage (if any) and
release point(s).

B. Hardware/Software
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C. Monthly Services

D. Other Included Services

E. Optional Services

F. Pass-Through Expenses

G. Withheld Amount

21. Additional Terms.

[Include any additional terms agreed by the parties and not included in Sections 1-20
above.]

Agreed to and accepted by:

CGI Technologies and Solutions Inc.
(CGI)

State of Vermont (SOV)

By: By:

Name: Name:

Title: Title:

Date: Date:

7870206v.1
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Exhibit B

MEMBER COMMITMENT
TO THE CODE OF ETHICS AND BUSINESS CONDUCT

Preamble
Upon joining CGI, all members undertake, by signing this document, to observe the CGI
Group Inc.’s Code of Ethics and Business Conduct. The complete version of this Code
and related policies and guidelines are available on the Enterprise intranet. The main
provisions of the Code are outlined below. As a member, you will renew annually your
commitment to abide by the Code of Ethics and Business Conduct of CGI by signing the
latest version of this “Member Commitment to the Code of Ethics and Business Conduct”
document.

The Code of Ethics and Business Conduct was put together keeping in mind that CGI
members must behave responsibly and in accordance with the company’s core values.
By preserving our personal integrity and the professional reputation of CGI, we will
succeed in achieving the company’s mission and vision. This “Member Commitment to
the Code of Ethics and Business Conduct” is meant to give our members a broad and
clear understanding of the conduct expected of them during their employment at CGI.
When further guidance is required, please refer to the complete version of the Code or to
your manager.

MEMBER COMMITMENT
I hereby commit to respect the company’s Code of Ethics and Business Conduct, the main
provisions of which are outlined below:

 Confidentiality
I hereby acknowledge that the information and documentation related to CGI and its clients,
to which I will have access in the execution of my duties at CGI, are of a confidential and
important nature and belong to CGI or its clients, as the case may be. Consequently, I agree
to:

1) Respect the confidentiality of any confidential information or documentation related to
CGI and its clients;

2) Never use for my personal benefit or for any other purposes, any confidential information
or documentation related to CGI and its clients, without prior written consent from CGI
and its clients;

3) Never publish or otherwise disclose the existence, source, content or substance of any
confidential information or documentation to other CGI members, except on a need-to-
know basis in the execution of their functions;
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4) At the end of my employment, or upon request, hand over to my manager or to any CGI
officer, any and all confidential information or documentation related to CGI and its
clients then in my possession;

5) Not discuss or divulge any confidential CGI information that may affect the value of CGI
shares or that could harm CGI;

6) Be bound by this confidentiality agreement, even after the end of my employment at CGI.

 Intellectual property
I assign to CGI all my rights in all work that I shall perform during the term of my
employment and I authorize CGI and its assignees to modify them. I confirm that CGI is free
to use this work as it so wishes and I agree to not use it in any way, nor to divulge, publish or
otherwise disseminate it without having obtained the prior written consent of CGI. I will
execute any document that may be useful or made necessary by CGI to confirm or complete
this assignment of rights. In addition, I undertake to never use, reproduce or distribute, in
whole or in part, other than in the exercise of my duties at CGI, the software used in the
execution of my duties at CGI and at a client site.

 Loyalty and avoidance of conflict of interest
I shall act at all times with diligence and loyalty towards my employer and in such a way as
to safeguard my employer's interests. In particular, I agree to not place myself in a conflict of
interest, that is, in a situation that would allow me to advance my personal interests, or those
of a third party, at the expense of CGI. I agree to not act in a way or publicly hold a position
that might harm the image or reputation of CGI. I shall take on no secondary employment
without obtaining prior written consent from CGI, understanding that it may come into
conflict with my position at CGI or prevent me from devoting the time and effort required to
perform my duties.

 Respect and Integrity
I shall demonstrate courtesy, honesty, civility and respect for other members of CGI, for its
clients, and for its suppliers. I will refrain from any form of harassment or discrimination
against anyone because of race, place of origin, colour, ethnic origin, citizenship, creed, sex,
sexual orientation, age, record of offences, marital status, family status or disability.

 Systems Infrastructures
I agree to respect CGI’s Information Systems and Information Technologies (IS-IT) Use
Policy, which I have read upon joining CGI. I also agree to respect the policies related to the
use of our clients’ systems, services and technological infrastructures (including equipment,
software and telecommunication facilities) and to protect the data that they contain.

 CGI and Client Property and Assets
I agree to take all reasonable precautionary measures to prevent damage, loss, theft, abuse or
unauthorized use and disposal of CGI and client property and assets that will be placed at my
disposal. While working at a client’s site, I shall comply with the client’s practices and
procedures and treat the client’s facilities with respect. I also agree to immediately return to
CGI, at the end of my employment, or upon request from my manager, all CGI property and
assets then in my possession.
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 Competitors
I acknowledge that I have both an ethical and legal responsibility to portray the company’s
competitors fairly and accurately. I shall not use improper means for gathering information
about CGI’s competitors.

 Third Party Agreements
I will ensure that the provisions of any agreements with third parties will be strictly observed.
I understand that unauthorized disclosure or use of information or records associated with
these third party agreements is prohibited.

 Trading in CGI or Client securities
I will not use confidential information about CGI or a client company as a basis for trading in
CGI or client company securities. I will respect the company policy entitled “Guidelines on
Timely Disclosure of Material Information and Transactions in Securities of CGI by
Insiders”, available on the enterprise Intranet, which protects the company and its members,
while ensuring compliance with all applicable securities legislation. Likewise, I will not
provide to third parties any information that would give them an unfair advantage when
trading in securities of the company or client companies. I will communicate immediately
any information that may have a material impact on the company shares and which, to my
knowledge, is not known to the management of CGI, to CGI’s Corporate Affairs, without
divulging it to anyone else. (As an indication only, an information is considered to be
material if its impact represents 10% or more of the company’s annual revenues).

__________________________ ____________________________ _______________
Name Signature Date
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Exhibit B-1

Intellectual Property Rights Agreement

The Contractor understands and acknowledges that the ownership and protection of intellectual
property and confidential and proprietary information is of critical importance to CGI Technologies
and Solutions Inc. (“CGI”) and its customers. The term “CGI” refers to CGI Technologies and
Solutions Inc. and all of its subsidiaries and affiliates, and the term “customer” includes all persons
or entities for whom CGI performs services or with whom CGI works or cooperates for any
purpose. This Agreement sets forth certain terms and conditions under which the Contractor will
perform services for the benefit of CGI or its customers (the “Services”) as part of a project or
projects agreed to between CGI and Contractor. This Agreement applies in addition to any other
agreement between CGI and Contractor governing the performance of Services.

1. Contractor agrees and acknowledges that he or she may create or participate in the
development of inventions, discoveries, improvements, and original works of authorship,
including, without limitation, derivative, joint, and collective works and compilations
(collectively, “Works”). The term “Works” includes all ideas or items produced or created
by Contractor (or any person furnished by Contractor, if applicable) in the course of
performing the Services, whether alone or jointly with others.

2. Contractor will promptly disclose to CGI any Works of which he or she becomes aware.
Contractor agrees that all Works that he or she creates or helps develop under this
Agreement will be the property of, and owned by, CGI and will be considered “works made
for hire”. CGI will have all rights, title and interest in and to all Works, including without
limitation copyrights, patents, trade secrets, and other proprietary, intellectual, industrial
and moral rights of whatever nature (“Intellectual Property Rights”). In the event any such
Works are, for whatever reason, deemed not to constitute a “work made for hire,” the
Contractor does hereby assign to CGI all such Intellectual Property Rights, for good and
valuable consideration, the sufficiency of which is hereby acknowledged.. CGI’s rights in
and to each Work will vest on the date each Work is produced or created. Further, as
between CGI and Contractor, CGI’s and its customers’ ideas and requirements disclosed
to Contractor in writing or orally are owned by CGI. Contractor agrees to give CGI at no
additional charge all assistance reasonably required to vest in CGI throughout the world all
Intellectual Property Rights in the Works, including without limitation providing written
assignments and waivers of such Intellectual Property Rights in favor of CGI, its affiliates
and customers from Contractor and the personnel furnished by Contractor. If under
applicable law Contractor is deemed to retain any rights in any Works, to the maximum
extent allowed by applicable law, Contractor:

a) irrevocably assigns to CGI all rights , including Intellectual Property Rights, that he
or she retains; or, if such assignment is invalid or insufficient,

b) irrevocably waives its moral and authorship rights in all Works, including without
limitation rights of attribution and integrity; or, if such waiver is invalid or insufficient,

c) consents to CGI’s and its customers’ use and infringement of the rights Contractor
retains in the Works; or, if such consent is invalid or insufficient,

d) agrees that in perfecting and protecting his or her rights, Contractor will refrain from
interfering with CGI’s and its customers’ use of any Works.
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3. Contractor will not, without the applicable owner’s written permission: (a) reproduce any
copyrighted, patented, confidential or proprietary material owned by a third party
(collectively, “Third Party Materials”), even if the material does not carry a copyright or
other restrictive notice; (b) provide to CGI or any customer, or induce CGI to use or
provide, any Third Party Materials; or (c) develop any Works, or provide any advice or
other services to CGI or its customers, containing Third Party Materials Contractor obtains
from sources other than CGI.

4. CGI “Confidential Information” means information belonging to or in the possession or
control of CGI, its customers or its suppliers which is of a confidential, proprietary, or trade
secret nature, including without limitation all business information, technological
information, intellectual property, Works, business processes and methods, customer lists,
and other information that belongs to CGI, its customers or its suppliers, related to CGI’s
business, technology, products, customers, personnel or finances, that Contractor has
access to while performing the Services and that are not readily available to the general
public (collectively, “Confidential Information”).

5. As between CGI and Contractor, Confidential Information will remain the exclusive
property of CGI, and Contractor will not be deemed by virtue of this Agreement or any
access to CGI’s Confidential Information to have acquired any right, title or interest in or to
the Confidential Information. Contractor will preserve and protect all CGI Confidential
Information and Contractor will not disclose the existence, source, or content of
Confidential Information, except to CGI employees on a need-to-know basis, and to third
parties (including persons provided by Contractor to perform Services) who are specifically
authorized by CGI to receive it and who have entered into appropriate agreements for the
protection of the Confidential Information. Contractor will not use any Confidential
Information for any purpose other than for the benefit of CGI, and never for Contractor’s
own benefit or that of any third party other than the CGI customer for whom its use is
intended. In addition, unless Contractor receives permission from CGI to do so,
Contractor will not: (i) remove any Confidential Information from CGI or customer
premises; (ii) copy or reverse-engineer any Confidential Information; or (iii) keep any
Confidential Information relating to a customer’s project in its possession at the conclusion
of the Services. Upon expiration or earlier termination of this Agreement or whenever
requested by CGI, Contractor will return any Confidential Information immediately.

6. Neither Contractor nor any personnel furnished by it to perform Services will make
disparaging statements (written or oral) to any third party with respect to any services,
software or other products offered or performed by CGI. Contractor agrees that neither it
nor any personnel furnished by it to perform Services will make any disclosure that
contains any information relating to the business of CGI or its customers or that identifies
Contractor as doing work for CGI or its customers without receiving prior written consent
from an officer of CGI.

7. Contractor acknowledges that a breach, or attempted or threatened breach, by it of any
part of this Agreement could cause CGI to suffer irreparable injury for which there would
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be no adequate monetary remedy, and that CGI will be entitled (in addition to its other
remedies) to obtain injunctive and other conservatory relief. Contractor further
acknowledges that CGI is an intended third-party beneficiary of this Agreement and shall
have the right to bring any action, claim, or suit for damages or other relief upon any
breach by Contractor of its obligations under this Agreement; and CGI shall have the right
to assign any or all of its rights under this Agreement without Contractor’s express
consent.

8. The provisions of this Intellectual Property Rights Agreement are severable, and the
unenforceability of any one or more provisions will not affect the enforceability of any other
provision. If any provision is deemed to be or becomes unenforceable, CGI may
substitute an enforceable provision that preserves the parties’ original intentions and
economic positions to the maximum extent legally possible.

9. The parties agree that Contractor is not an employee of CGI, and nothing in this
Agreement shall create or be deemed to imply any such relationship between Contractor
and CGI or entitle Contractor to any compensation from CGI. Contractor acknowledges
that a breach, or attempted or threatened breach, by it of any part of this Agreement shall
be a breach of its obligations to CGI and shall entitle CGI to pursue all lawful remedies
against Contractor, including immediate dismissal.

Print Name: ___________________________________________

Signature: ___________________________________________

Date: ___________________________________________
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Exhibit C - Critical Milestones

1. Liquidated Damages. Each party agrees that the failure by Supplier to meet each
Critical Milestone (as defined below) will cause SOV to suffer substantial damages
which are difficult to estimate. Each party represents after all diligence it has
determined appropriate, that the liquidated damages set forth below (“Liquidated
Damages”) are reasonable estimates of the damages which SOV will suffer for a
failure to meet each Milestone set forth below (“Critical Milestones”), and agrees that
the Liquidated Damages are not a penalty. Each party agrees that the Liquidated
Damages are intended to be reasonable estimates of the actual damages that SOV
would suffer, and are enforceable, valid and binding upon it. In the event that SOV
elects to seek actual damages consistent with the terms of the MSA for Supplier’s
failure to meet one or more Critical Milestones, any Liquidated Damages paid in
connection with such Critical Milestones shall be deducted from any damages award.
If any Liquidated Damages are held to be unenforceable, then such Liquidated
Damages shall be deemed deleted from this Exhibit C, and SOV shall have the right to
recover such damages as it is able to recover under the MSA.

2. Go-Live. For clarity and without limitation, the failure to meet the Go-Live date of
October 1, 2013 is not subject to Liquidated Damages, and SOV shall have the right to
recover such damages as it is able to recover consistent with the terms of the MSA for
any such failure.

3. Excused Delay. Notwithstanding anything to the contrary herein, Supplier shall not be
liable for Liquidated Damages under this Exhibit C to the extent that the failure to meet
any Critical Milestone is attributable in any material respect to the failure of SOV or its
Third Party Resources to perform their obligations as set forth in the MSA (including
this Statement of Work) or that arise out of causes beyond the reasonable control and
without any material error, negligence or breach of Supplier obligations under the MSA
(including this Statement of Work) of Supplier or Supplier Third Party Resources,
provided that:

a. Supplier provides written notice of the delay or failure promptly after first
learning of such delay or failure and describing the cause of such delay or
failure in reasonable detail and includes such description on all subsequent red-
yellow-green reports until the delay or failure is resolved, and escalates the
matter to the SOV Deputy Commissioner of the Exchange within the
Department of Vermont Health Access if any such delay or failure is not
redressed within two (2) weeks of such written notice from Supplier; and

b. Supplier takes all reasonable efforts to avoid and minimize the impact of such
delay or failure by SOV or its Third Party Resources or such causes.

4. Cap on Liquidated Damages. In no event shall Supplier’s total aggregate liability for
all liquidated damages assessed under this Exhibit C exceed 10% of the total Detailed
Deliverables Cost (as defined in Exhibit L (Cost) (the “Liquidated Damages Cap”)).
The parties acknowledge and agree that the Liquidated Damages Cap will increase or
decrease consistent with any increase or decrease in the total Detailed Deliverables
Cost.

5. Final Critical Milestones. The date by which each Critical Milestone must be met,
and for the Critical Milestones noted as “pending further definition” in the chart below,
the basis for determining whether such Critical Milestones have been met, will be
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mutually agreed by the parties by the Revised Scope Date (as defined in SOW #1) and
set forth in an amendment to this Exhibit C.

CMS Reference
Number

Critical Milestone
CMS Preferred

Date*
Liquidated
Damages

2.4 Call center live (CRM) 09/01/2013 High

2.5 Website launched 09/01/2013 High

9.2
Functionality demonstrated for PM Exchange
Components (e.g. QHP Evaluation and Certification,
Issuer Portal)

03/01/2013

Medium

9.2
Functionality demonstrated for E&E Exchange
Components (e.g. enrollment processing,
verification interfaces, rate calculator)

03/01/2013

Medium

9.2
Functionality demonstrated for FM Exchange
Components (APTC/CSR data reporting, SHOP and
individual premium billing)

03/01/2013

Medium

9.2
Functionality demonstrated for systems supporting
Consumer Assistance functions (e.g. CRM, portal
access)

03/01/2013

Medium

9.2

Development of PM Exchange components
completed

(pending further definition)
05/31/2013

High

9.2

Development of FM Exchange components
completed

(pending further definition)
05/31/2013

High

9.2

Development of E&E Exchange components
completed

(pending further definition)
05/31/2013

High

9.2

Development of CA Exchange components
completed

(pending further definition)
05/31/2013

High

9.2
Systems Testing complete and results submitted to
CMS for all Exchange components

07/31/2013
Medium

9.2
Connectivity established for all required Data
Services Hub services

6/1/2013
High

9.2
Hub and partner testing on all Data Services Hub
services completed

6/30/2013
Low

9.2
Communications and security certification testing of
all Data Services Hub services completed

6/30/2013
Medium

9.2
Preproduction testing of all Data Services Hub
services completed

6/30/2013
Medium

9.2 Production environment setup completed 07/01/2013 Low

9.2 End-to-end testing completed 09/01/2013 High

9.2
State test summaries and results of CMS-developed
test scenarios submitted to CMS

09/01/2013
Low

10.3
Substantially completed Safeguard Procedures
Report submitted to IRS for approval

06/01/2013
Medium

* Per Section 5, to be mutually agreed by Revised Scope Date.
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6. Amount of Liquidated Damages. The parties agree that the amount of damage to
SOV will be as follows:

For Critical Milestones categorized as Low:

 $3,750 for every day late from 1 to 3 days late per Critical Milestone;
 $7,500 for every day late from 4 to 7 days late per Critical Milestone;
 $10,000 for every date late from 8 to 14 days late per Critical Milestone;
 $25,000 for every day late after 14 days late per Critical Milestone.

For Critical Milestones categorized as Medium:

 $9,375 for every late from 1 to 3 days late per Critical Milestone;
 $18,750 for every day late from 4 to 7 days late per Critical Milestone;
 $25,000 for every day late from 8 to 14 days late per Critical Milestone;
 $62,500 for every day late after 14 days late per Critical Milestone.

For Critical Milestones categorized as High:

 $18,750 for every day late from 1 to 3 days late per Critical Milestone;
 $37,500 for every day late from 4 to 7 days late per Critical Milestone;
 $50,000 for every day late from 8 to 14 days late per Critical Milestone;
 $125,000 for every day late after 14 days late per Critical Milestone.

As provided for in Section 5, the total Liquidated Damages assessed under this Exhibit
C shall not exceed the Liquidated Damages Cap.

7. Payment. Supplier shall pay any Liquidated Damages due to SOV hereunder within
30 days of the date on which the applicable Critical Milestone was originally due to be
met, or, at SOV’s option, such amounts may be deducted from all or any portion of the
Charges payable to Supplier in accordance with the MSA. SOV shall notify Supplier
in writing before SOV deducts such sums from the Charges.

8. Earnback. If Supplier meets all criteria agreed by the Parties for the live launch of the
Exchange by October 1, 2013, then Supplier will be entitled to earn back fifty percent
(50%) of the Liquidated Damages paid to SOV under this Exhibit C. The Supplier's
earn back of Liquidated Damages is not a waiver by SOV of any right it may have
under the Agreement. The criteria for live launch will be mutually agreed by the
parties by the Revised Scope Date and set forth in an amendment to this Exhibit C.

9. Modification or Waiver. Any Liquidated Damages payable under this Exhibit C,
including the Critical Milestones, dates for completion and amounts of Liquidated
Damages, may be changed at any time by written agreement of the parties, but only by
means of a Change Order. The parties further agree that the applicability of the
Liquidated Damages to the performance of a Critical Milestone may be waived by
SOV in any given instance, but only pursuant to a written waiver signed by the
Commissioner of Vermont Health Access.
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Exhibit D

Service Levels

1. Hosting Services Service Levels
a. Generally. The Health Benefits Exchange applications and associated hosting (together,

the “System”) have been designed and will be implemented and operated to run in compliance
with the Service Levels set forth in this Section.

b. Summary Table. The following Service Levels and Service Level Credits apply to the
Hosting Services (as defined in Exhibit I to the MSA), subject to the provisions that follow in
Section 1.c below.

Service Level
Agreement (SLA)

Service Level Service Credit for
Failure

Availability During All
Hours

For each hour:

Production: 99.90%
Egregious: 94%

Non-Production: 99.5%

$3,500
Egregious: $5,000

Content Maintenance Timely Updating of Production Content
Per Agreed Schedule

$1,500 for each
Scheduled Update

Web Page Response
Time

Production: 1 second average For each day: $1,000

Egregious:
5 second average in any hour 3 times in
any day or 10 times in a week

Egregious: $5,000 each
day or week

Response Time for Real
Time Transactions

Production: 90% within 5 seconds
None greater than 10 seconds

For each day:
$1,000

Egregious:
75% within 5 seconds
None greater than 10 seconds

Egregious:
For each day: $5,000

Help Desk Mean Time
to Restore Severity
Level 1

4 Hours $5,000 per day

Where “Restore” means
that CGI has done one
of the following:

1. Correct the
problem;
Provide
workaround; or

2. Correct a portion
of the problem to
reduce the

Egregious: Any greater than 24 Hours $500 per hour
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Severity Level

Help Desk Mean Time
to Restore Severity
Level 2

8 Hours $5,000 per day

Where “Restore” means
that CGI has done one
of the following:

1. Correct the
problem;

2. Provide
workaround; or

3. Correct a portion
of the problem to
reduce the
Severity Level

Egregious: Any greater than 5 days Egregious: $500 per
hour

Help Desk Mean Time
to Resolve Severity
Level 1
Where “Resolve” means
that CGI has fixed the
root cause and removed
the workaround

According to agreed plan identified and
agreed as part of problem restore
activities. Daily update on status.

Help Desk Mean Time
to Resolve Severity
Level 2
Where “Resolve” means
that CGI has fixed the
root cause and
removed any
workaround

According to agreed plan identified and
agreed as part of problem restore
activities. Daily update on status.

Note: “Workaround” means a temporary fix that is reasonably acceptable to SOV and that
does not resolve the underlying problem, but provides the proper results required of the System
(through manual processing or otherwise).

Backup and Recovery All daily and weekly backups executed
successfully
1 hour recovery start, 4 hour completion

$500 Each missed daily
Backup
$2,500 Each missed
weekly Backup
$500 Each late Recovery
$2,500 Each failed
Recovery

Egregious: Failure of any 3 consecutive
backups or recoveries

Egregious: $15,000

Batch Completion Completion of critical time sensitive
batch processes complete within agreed
timeframes to be collectively defined
and agreed during design phase.

$2,500 each violation

Egregious: TBD Completion Egregious: $5,000

Disaster Recovery 4 Hour RTO, 30 Minute RPO $100,000 each violation
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c. Service Level Descriptions.

i. Availability During All Hours

1. Definitions.

a. “Availability” means the availability for use by intended individual users,
System processes or interfacing systems of all features, functions and processes of the System.

b. “All Hours” means: All time 7 x 24 each week.

c. “Maintenance Window” means the second and fourth weekend of each
calendar month starting at 10:00 p.m. Saturday and continuing until 6 a.m. Sunday, provided,
however that SOV may require a different maintenance window timeframe as SOV determines
is necessary, in SOV’s reasonable discretion.

d. “Scheduled Maintenance” means System maintenance described in
written notice from CGI at least five (5) days in advance that may require unAvailability that is
performed within the Maintenance Window and in accordance with such notice from CGI, and
for which CGI timely posts a notice of Scheduled Maintenance on the Website according to
agreed procedures.

e. “Scheduled Maintenance Downtime” means any period of unAvailability
for Scheduled Maintenance.

2. Measurement. The System will be configured to alarm the unAvailability of
any key aspect of the System, and in addition, any unAvailability reported through the Help
Desk will be included in the calculations of Availability from the time the unAvailability was first
known by CGI either through alarms, the knowledge of its personnel or a report by SOV or
another user. CGI will use reasonable efforts during the Statement of Work Term to expand the
monitoring capabilities of the System to automatically detect unAvailability of any aspect
reported hereunder but not detected by the System automatically. This Service Level will be
determined by dividing the number of hours of Availability in the month by the total hours in the
month. However, Scheduled Maintenance Downtime will not be included in the calculations for
the numerator or the denominator to determine performance on this Service Level

3. Service Level Credit. The Service Level Credit will be determined by taking
the difference between the required number of hours of Availability in the month and the actual
number of hours of Availability during the month, and if a positive number, multiplying the
difference (if any) (rounded to the next highest full hour) by the Service Level Credit amount set
forth in the Summary Table.

ii. Content Maintenance

1. Definitions.

a. “Content” means all information and materials to be posted on the
Website.

2. Description of Service Level. The parties will establish an update schedule
for updating the Content on the Website. The Service Level measures compliance with each
update required under that schedule (each is a “Scheduled Update”).

3. Measurement. Each Scheduled Update is required to be completed no later
than the date and time scheduled, with all Content set for that Scheduled Update successfully
updated on the Website.
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4. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by the number of Scheduled Updates not completed on time during the
month.

iii. Web Page Response Time

1. Definitions.

a. “Web Page” means an individual document created in HTML that is
displayed when a user visits the web page’s uniform resource locator address.

b. Description of Service Level. This Service Level measures daily average
time that the Web Pages comprising the Website take to respond to a request sent by a user
through the user’s browser.

c. Measurement. Each day, through an agreed automated process, CGI will
sample Web Page responses on no less frequently than every five (5) minutes and compile
hourly and daily statistics for specific Web Pages designated by SOV and an aggregate average
response time.

d. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be paid for each time that the Egregious Service Level is
exceeded for the hourly averages in a day or in a week, as applicable, measured for this
Service Level.

iv. Response Time for Real Time Transactions

1. Definitions.

a. “Real Time Transaction” means a transaction between a user of the
Website and the Exchange where data is sent from the user after logging in to the user’s
account and requires processing by the Exchange and a response to the user.

2. Description of Service Level. This Service Level measures daily average
time that the Web Pages comprising the Website take to respond to a request sent by a user
through the user’s browser.

3. Measurement. Each day, through an agreed automated process, CGI will
sample Real Time Transactions on no less frequently than every five (5) minutes and compile
daily statistics for specific Real Time Transactions designated by SOV and an aggregate
average response time.

4. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be multiplied by each day that the average is above the
Egregious Service Level.

v. Help Desk Mean Time to Resolve Severity Level 1

1. Description of Service Level. This Service Level measures the mean time
for CGI to resolve Severity Level 1 incidents from the time first reported to CGI.

2. Measurement. CGI’s trouble ticketing system will automatically track the
time from initiation of the incident to closure. The incident will be initiated immediately upon
notice to CGI.
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3. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be multiplied by each hour that is above the Service Level.

vi. Help Desk Mean Time to Resolve Severity Level 2

1. Description of Service Level. This Service Level measures the mean time
for CGI to resolve Severity Level 2 incidents from the time first reported to CGI.

2. Measurement. CGI’s trouble ticketing system will automatically track the
time from initiation of the incident to closure. The incident will be initiated immediately upon
notice to CGI.

3. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by each day that the average is above the Service Level. The
Egregious Service Level Credit will be multiplied by each hour that is above the Service Level.

vii. Backup and Recovery

1. Definitions.

a. “Backup” means a copy of the data stored in the System used for
Recovery purposes.

b. “Recovery” means the loading of data from a Backup into the appropriate
database of the System.

2. Description of Service Level. This Service Level measures completion of
the scheduled Backups and of all necessary Recoveries each month.

3. Measurement. All Backups and Recoveries will be monitored by the System
and completion and failure automatically reported. Time for each Recovery will be measured by
the System from start to completion and reported automatically.

4. Service Level Credit. The Service Level Credit in the Summary Table
above will be multiplied by failure to complete the Backup each day that the average is above
the Service Level. The Egregious Service Level Credit will be paid for each time that the
Egregious Service Level is exceeded.

viii. Batch Completion

1. Definitions.

a. “Batch” means a scheduled program that runs without user intervention.
CGI will maintain a list of all Batch jobs run by the System.

2. Description of Service Level. This Service Level measures completion of
scheduled Batch jobs.

3. Measurement. All Batch jobs will be monitored by the System and
completion and failure automatically reported.

4. Service Level Credit. The total number of Batch jobs completed each day
will be divided by the total Batch jobs for the day, and if that quotient is less than the Service
Level, Service Level Credit will be paid for that day. The Egregious Service Level Credit will be
paid for each time that the Egregious Service Level is exceeded.

5. Reserved.

ix. Disaster Recovery
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1. Definitions.

a. “Disaster” means a Force Majeure Event or other circumstance causing
any part of the System to be unAvailable and requiring that any portion of the System be moved
to another data center to restore full Availability.

b. “RPO” means the Recovery Point Objective, the maximum period for lost
data in the event of a Disaster.

c. “RTO” means the Recovery Time Objective, the maximum time to recovery
all System Availability at another data center after a Disaster.

2. Description of Service Level. In the event of a Disaster, CGI will meet the
RPO and RTO to recover the System and restore full Availability.

3. Measurement. The Service Level will be measured from the declaration of a
Disaster pursuant to agreed procedures until full System Availability has been restored.

4. Service Level Credit. The Service Level Credit will be paid for each failure
to meet the RPO or the RTO.

x. Cap on Service Level Credits. In no event shall the total Service Level Credits
for the Hosting Services exceed twenty percent (20%) of the total amount billed each month for
such Services. Provided, that if any amount of Service Level Credits is excluded as a result of
this cap, any Earn Back Credits will be reduced by the amount of such exclusion.

2. Back Office Operations Service Levels

a. Generally. Back Office Operations will be provided by CGI in compliance with the
Service Levels set forth in this Section.

b. Summary Table. The following Service Levels and Service Level Credits apply to the
Back Office Operations, subject to the provisions that follow in Section 2.d.
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SLA Service Level Service
Credit for
Failure

Scanning and
Indexing

All documents scanned and processed on average
within 3 business days from receipt and none greater
than 5 business days

25% of Pool

Indexing Accuracy 99% accuracy of indexing and association 25% of Pool

Egregious: 10% error rate in any month $25,000

Productivity 10 minute average per document for scanning and
indexing

15% of Pool

Receipt Customer notified on average within 2 business days of
receipt of document, none to exceed 5 business days

15% of Pool

Appeal File All relevant documentation sent to SOV for appeal or
grievance within an average of 3 business days of SOV
request, none to exceed 5 business days

15% of Pool

Account
Maintenance
Requests

All requests acknowledged within 2 business days of
electronic request and 3 business days of paper receipt
and processed within 3 business days of receipt

15% of Pool

Renewal
Reminders

Renewal reminders will be sent within 10 business days
before the start of the open enrollment period and every
30 days thereafter until the open enrollment period
ends.
Preparing automated electronic renewal reminders will
require not more than 8 hours to configure and stage.

10% of Pool

Confirmation
Letters

Confirmation letters to be mailed within an average of 2
business days after receiving enrollment notification
through the Exchange, none longer than 4 business
days.

10% of Pool

Requests for
Information
Regarding Fiscal
Administration

All responses within 3 business days or as otherwise
specified in the request for information.

10% of Pool

Reconciliation
Report

Enrollment reconciliation will occur within average of 3
business days after receiving enrollment notification
from the Carrier, within none longer than 4 business
days, and an exception report will be provided to SOV

10% of Pool

c. Pool. For Back Office Operations Service Levels, the “Service Credit Pool” will equal
fifteen percent (15%) of the total amount billed each month for such Services. SOV has
designated a percentage of that pool payable for the violation of each Back Office Operations
Service Level as set forth in the Summary Table in Section 2.b, and such total percentages will
equal one hundred fifty percent (150%); provided however, that in no event shall the total
Service Level Credits for Back Office Operations exceed the Service Credit Pool. SOV may
change the percentages it has allocated to each Back Office Service Level each calendar
quarter by written notice to CGI prior to the beginning of such quarter.
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d. Service Level Descriptions. The Back Office Operations Service Levels will be
calculated and reported on a monthly basis.

i. Scanning and Indexing.

1. Description of Service Level. CGI will scan inbound correspondence
received at the central scanning facility in paper form. This includes paper-based enrollments,
changes to enrollment and disenrollment. Scanned paper documents will be indexed and
associated with one or many customer accounts, broker / navigator accounts, or other key
record within the time set forth in the Summary Table.

2. Measurement. Documents will be logged on the day received; the System
will record the date and time documents are scanned and indexed; the difference between the
date the document was logged and the date stamp that the document was scanned and
indexed will constitute the number of days taken to complete the scanning and indexing service
for the specific document. The System will automatically report the average and maximum
number of days to scan and process documents.

ii. Indexing Accuracy

1. Description of Service Level. Due to the sensitive and confidential nature
of information contained in scanned documents, it is required that CGI maintain an extremely
high level of quality in indexing so that documents are associated (indexed) to the associated
customer.

2. Measurement. The accuracy will be calculated by the following formula:
100 – (number of documents incorrectly indexed / total number of documents indexed) * 100.

iii. Productivity.

1. Description of Service Level. CGI will scan and index each document on
average no longer than the time set forth in the Summary Table.

2. Measurement. Productivity of scanning and indexing services will be
calculated by dividing the number of documents scanned in the month by the total number of
hours of Services provided by CGI for such scanning and indexing. The parties will agree on an
exception basis for unusually large unique documents.

iv. Receipt.

1. Description of Service Level. CGI will measure each month the time from
when it receives each document and the time when it notifies each customer of receipt of the
document.

2. Measurement. CGI will track receipts according to an agreed process.

v. Appeal File.

1. Definitions.

a. “Appeal File” means all documents transmitted between SOV and the
customer, whether in hard copy or electronic (with all hard copy documents properly scanned
and indexed), including all entries in the Customer Service Center CRM application.

2. Description of Service Level. The Service Level measures the time CGI
takes to respond to requests from SOV for Appeal Files.

3. Measurement. CGI will log in the System the day that it receives SOV’s
request for an Appeal File, and will log the day that it sends the Appeal File to SOV.
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vi. Account Maintenance Requests.

1. Description of Service Level. These are requests received from the
customer through written correspondence, email, telephone requests, on-line chat or entered
on-line through the Website. Requested changes include changes to account information such
as household size, income or other personal information.

2. Measurement. The System will measure the elapsed time from the
customer’s request for a change until the change is logged in the System and the day the
acknowledgment is sent to the Customer.

vii. Renewal Reminders.

1. Service Level. These are automated announcements (e.g. postings to
customer’s private webpage, email, telephone or written correspondence) from SOV informing
customers of upcoming dates and deadlines for periodic or special circumstances for renewal of
coverage in QHPs.

2. Measurement. Renewal reminders will be measured by the System
determining the date the renewal reminders are required to be initiated and the date on which
the last renewal reminder is transmitted. CGI will also track the hours required for it to prepare
automatic electronic renewal reminders and report those hours each month.

viii. Confirmation Letters.

1. Description of Service. These are written correspondence informing the
customer that they have successfully completed the process for enrolling in a QHP; enrollee
notification from SOV is preliminary and subject to confirmation from carriers.

2. Measurement. The measurement will be the elapsed time from when the
System sends the enrollment transaction to the carrier and the date when the System transmits
the notification.

ix. Requests for Information Regarding Fiscal Administration

1. Description of Service. CGI will log in the System each request for
information regarding fiscal administration issues and log the time it takes to respond, and any
time specified in the request.

2. Measurement. CGI will track performance against the time specified in the
request or the time period set forth in the Summary Table.

x. Monthly Reconciliation Report.

1. Description of Service. The System will generate a reconciliation report
that shows the number of customers enrolled through the Exchange and the number of
enrollees reported by carriers. The report will show the differences between Exchange
enrollments and carrier enrollments for a given time period by carrier.

3. Commencement. The Hosting Services Service Levels apply beginning on Go-Live. The
Back Office Operations Service Levels apply beginning on Go-Live.

4. Exclusions. CGI’s failure to meet any Service Level will be excused, and not counted in
the calculation of any Service Level (in a manner that excludes the failure in every respect so
that CGI is neither better nor worse off in Service Level calculations because of such failure) to
the extent that CGI’s failure is caused by one of the following circumstances, so long as CGI
uses reasonable efforts to avoid and minimize such failure as applicable and consistent with its
obligations under this MSA (“Exclusions”): (i) acts, errors and omissions of SOV or any of
SOV’s suppliers or contractors including but not limited to any breach, failure or delay by SOV,
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SOV’s suppliers or contractors to timely and effectively satisfy their responsibilities under this
MSA (or agreements with SOV related to the same) and to provide timely decisions and
approvals as required under this MSA; (ii) a Force Majeure Event (subject to compliance by CGI
with its obligations arising under this MSA in connection with such Force Majeure Event); (iii)
any circumstance where CGI is prohibited by applicable Law from taking actions required to
correct such failure so long as CGI has provided prompt notice to SOV of the basis and extent
of such prohibition and has proposed appropriate efforts to address the same for approval by
SOV; (iv) service or resource reductions requested or approved by SOV and agreed to by the
parties through the Change Control Procedures; or (v) if any of the assumptions set forth in this
Statement of work are exceeded and through the Change Control Procedures the Parties
identify additional hardware, software, or telecommunications resources required to meet SOV’s
needs the costs for which are additional Charges under this Statement of Work, and for which
SOV does not agree to such change and does not approve the addition of such resources (and
payment of such additional Charges). For clarity, adverse performance of the components of
the System is not a Force Majeure Event. If the same incident causes multiple Service Levels
to be missed, CGI shall only pay to SOV the highest applicable Service Level Credit associated
with the root cause generating such missed Service Level (as opposed to a Service Level Credit
for each single missed Service Level).

5. Service Level Credits

a. Calculation. Service Level Credits will be calculated as set forth in each Summary
Table and the other provisions of this Exhibit D. Service Level Credits will be determined each
calendar month during which Service Levels apply.

b. Earn-Back. If in any month CGI pays Service Level Credits for any failure to meet any
Hosting Service Levels or Back Office Operations Service Level (but not any month in which it
pays any Egregious Violation Service Level Credits) (such Service Level Credits are the “Earn
Back Credits”), and for the next three (3) months CGI does not owe any Service Level Credits
in the applicable category of Service Levels (Hosting or Back Office Operations), then CGI will
be credited with the Earn Back Credits to offset against any future Service Level Credits for that
category (but not Egregious Service Level Credits). For clarity, the Earn Back Credits will not
be paid in cash, and if this Statement of Work terminates with CGI having a balance in Earn
Back Credits, such Earn Back Credits will expire and have no force or effect.

c. Payment. Service Level Credits accruing in one month will be automatically offset
against the following month’s invoice.

6. KPIs. The parties will identify key performance indicators (“KPIs”) that measure features of
the System and Services and the performance of each that are important to SOV after
recommendations from CGI as to industry best practices, and CGI will report on those KPIs
monthly, and the parties will meet monthly to review the KPI report and identify management
issues arising therefrom.

a. KPIs for Back Office Operations will include:

i. Average time to resolve or transfer to the state eligibility determination questions.

ii. Complex questions

iii. Time required to process and transmit to SOV requests for information regarding
fiscal administration.

iv. Time to prepare the premium transactions report and the date each month it is
delivered to SOV.
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7. SLA Reports. CGI will provide the following SLA reports for each calendar month no later
than the 15th day of the following calendar month:

a. Compliance. CGI will provide a monthly SLA compliance report described in a form
acceptable to SOV. Each monthly SLA compliance report will report on SLA compliance in both
raw form (without taking into account any Exclusions) and then adjusted (taking into account
any Exclusions), each of which will be clearly explained in reasonable detail in the monthly SLA
compliance report.

b. Incidents. CGI will provide a monthly report summarizing the incidents reported during
the month by Severity Level, and their resolution, and root cause determinations for each.

c. KPIs. CGI will provide a monthly report showing performance on all KPIs.

d. Trending. CGI will provide monthly, quarterly and annual SLA trending reports
requested by SOV.

e. Analysis and Recommendations. At least every six (6) months, CGI will provide a
brief analysis of its SLA performance and recommendations for improvement of its performance.

f. Special. CGI will provide such other information regarding SLAs, performance of the
System and Services and other metrics as SOV may request from time to time.

8. Raw Data. CGI will make available to SOV an electronic version of all raw data used to
create the SLA report each month

9. Termination. Pursuant to Section 26.2(c) of the MSA, SOV’s right to terminate thereunder
includes the following:

a. Repeat SLA Violations. SOV will have such right if CGI fails any of the same SLA for
three (3) consecutive months or any four (4) months in any twelve (12) month period or if CGI
fails at least three (3) SLAs in each of three (3) consecutive months or any four (4) months in
any twelve (12) month period.

b. Egregious SLA Violations. SOV will have such right in the event of any Egregious
violation. The definition of Egregious violations herein is not intended to set the bounds of a
material breach of the MSA, and the parties agree that such definitions will not be used to limit
the scope of the definition of a material breach of this Agreement. Each Egregious violation
sets forth a Service Level Credit, and for each violation, SOV may elect to terminate under this
Section, or receive that Service Level Credit, but not both.

c. Timing of Termination. If SOV elects to exercise the termination rights stated in this
Section 9, SOV must elect such right within twenty (20) business days of SOV’s delivery of
written notice to CGI of the applicable violation.
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1. EXHIBIT E – SCOPE ASSUMPTIONS

The following assumptions are intended to augment the RTM and assist the SOV in understanding the basis CGI used
with regard to defining the scope, timing, resources, roles and responsibilities, and cost related to the work being
performed pursuant to work being performed under the MSA (the “Project”). Any required changes to these
assumptions will be addressed by the parties through the Change Control Procedures.

These Assumptions are part of the MSA General and Project Administration Assumptions

1.1.1. General Project Assumptions
 Project will start on December 17, 2012. The project team will be co-located in the Williston area at a location

to be provided by the SOV.

 Elaboration Assumptions.

o Prototypes will be demonstrated to selected super users on an ad hoc scheduling basis.

o Iterative development will include functionality that can be built during the allotted timeframe as
defined in the Project Work Plan.

o Subsequent iterations will include further refinements to previous iteration functionality as time
allows as defined in the Project Work Plan.

o All prototype workshops will take place at a single location and make use of web conferencing to
provide access to users who cannot attend workshops directly.

During testing (of all testing types), defects will be classified by the SOV and CGI. The standards in which testing is
completed will be as follows:

Level Category Description

1 Sev1 Essential Business Process Affected - Any highly critical system or service
outage that results in loss or severe degradation of business processes and/or
capabilities defined as “must have” in the finalized requirements, and for which
there is no acceptable workaround. (Availability of workaround renders it
“Sev2”).

2 Sev2 Part of an Essential Business Process or Workgroup Affected - Degradation of
system or service performance that impacts end user service quality or
significantly impairs business process control or operational effectiveness for
functionality defined as “must have” in the finalized requirements, but for
which there is an acceptable workaround.

3 Sev3 Non-Essential Business Process or Workgroup or Individual Affected - Minor
degradation of system or service performance that does not have any impact
on end user service quality. These are typically cosmetic defects.

4 Doc Documentation Defect Error or omission in document

 The SOV and CGI will coordinate to establish a series of regular, formal reviews of the project progress, issues,
and strategies for risk mitigation.

 CGI’s Proposal to the State of Vermont (SOV) outlines CGI’s tasks and obligations for the Vermont Health
Benefit Exchange implementation Project. In addition, CGI has provided an organizational chart of expected
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staffing based on this cost proposal in Section 1.6 of this Exhibit. The Maximum Amount and Maximum
Deliverable Costs and timeline for delivering CGI services assume the provision of the SOV resources set forth
below to complete the customer-related tasks in the updated Work Plan that will be jointly developed by the
SOV and CGI by the Revised Scope Date (as defined below). The customer-related tasks include but are not
limited to policy decisions, operational policies and procedures, design, interagency agreements, stakeholder
management, internal control plans, and review and approval of Deliverables. As part of the scheduling
review before the Revised Scope Date, CGI and the SOV will jointly develop a document detailing the
expected resources required, type, and timeline.

SOV Role

SOV Health Benefit Exchange Project

Manager

Technical Architect – interaction with existing

systems, Security

Carrier Subject Matter Expert

Eligibility Business Analyst

Health Benefit Exchange Business Analysts*

Testing Lead

Reporting Business Analyst

* Responsible for the Exchange functional requirements as defined by CMS, (1) Eligibility and Enrollment (2) Plan

Management, (3) Financial Management, (4) Consumer Assistance, (5) Communication and (6) Oversight.

 CGI will utilize its Client Partnership Management Framework (“CPMF”) project methodology to facilitate
project planning, management, and Project execution and provide the framework for developing the Project
Management Plan (“PMP”), which will be completed before the Revised Scope Date. The CGI PMP includes:

o Document Templates
o Critical Dependency Procedures
o Communication Management Plan
o Change Management Plan
o Action Item Management Plan
o Risk Management Plan
o Project Controls and Standards Management Plan
o Non-SW Work Product Management Plan
o Issue Management Plan
o Human Resources Management Plan

 At the SOV's request to provide more granularity and transparency on project spend, CGI will track and report
the monies earned based on the Services provided and Deliverables furnished. Specifically, these reporting
requirements and supporting payment processes will be further described in the mutually executed PMP. The
list of project deliverables will be finalized before the Revised Scope Date. SOV will use this revised list of
project deliverables and the PMP to inform the Independent Verification and Validation (IV&V) process
performed as described in Section 1.4 of this Exhibit.

 CGI will establish the SOV Project Library using its CPMF standard Ensemble SharePoint project repository.
The SOV Project Library provides mutual access to all Project artifacts, including but not limited to
Deliverables, and tracking tools for risk and issue management. During Project startup, CGI and the SOV will
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mutually determine read and update access for the SOV Project Library as well as the process for transferring
completed deliverables to the SOV Document Library.

 To the extent that CGI has entered into other contracts with any other States, Exchanges, or the Federal

Government relating to the design, development or operation of an Exchange system, CGI, as part of the

project plan will proactively identify, review, discuss and submit recommendations to the SOV regarding

reuse of work from these other contracts. In determining how to reuse available design and development

components and best to serve the interests of Vermont, CGI will evaluate all options from both a cost and

timeline perspective in making a recommendation.

 CGI is not responsible for missed performance service levels due to unavailability of, or performance issues

internal to, Federal or State interfaces. For purposes of the foregoing, “unavailability” refers to systems not

under the control of CGI being unresponsive for commercially unreasonable amounts of time.

 Hardware, Software, Network, and Software license quantities are sized based on the capacity assumption of
63,000 residents in the first year of the contract, and 78,750 residents in second. This capacity number will be
updated pursuant to the Statement of Work Number 1.

1.1.2. Work Plan Assumptions

 The start date for the Project is the Effective Date of the MSA.

 The SOV HBE Project Manager is responsible for reviewing available options and Project issues in a timely
manner (i.e., within five business days, or as mutually agreed to by the SOV HBE Project Manager and CGI
Project Manager) in order to minimize delays to the Project schedule. If resolution cannot be made within the
five (5) business days (or as mutually agreed to by the SOV HBE Project Manager and CGI Project Manager),
the SOV HBE Project Manager will raise the issue to the Deputy Commissioner and/or Commissioner and
resolve within two (2) additional days.

 The Commissioner, members of the Executive Committee, and CGI Executives will form an Advisory Board to
resolve issues affecting or involving other organizations and stakeholders that the Project management team
has identified and cannot resolve in a timely manner. The Advisory Board will make decisions within 2
business days from the request for resolution of an issue.

 The SOV and CGI will develop Go-Live criteria and conduct Preliminary Operational Readiness and Operational
Readiness Reviews to assess the Exchange and supporting infrastructure and staff for readiness to Go Live.

1.1.3. Staffing Assumptions

SOV1.1.3.1.

 The SOV is responsible for appointing a dedicated full-time SOV resource to establish and manage a project
team to work on the Project and provide for timely completion of the SOV’s Project responsibilities. CGI has
provided a list of roles expected to be provided by SOV (see chart above in 1.1.1).

 The Department of Vermont Health Access, in conjunction with DII and AHS-IT, is responsible for facilitating
the participation of other State agencies and insurance carrier staff as required to assist in the design,
development and testing of State of Vermont agency interfaces and State insurance carrier interfaces.

 CGI will incorporate SOV tasks and estimated level of effort to the project schedule, throughout the lifecycle
of the project. This view of SOC responsibility will be tracked through the regular project management
approach facilitated by SOV and CGI project management.

CGI1.1.3.2.

CGI has proposed the high-level org structure to be validated and refined by February 1, 2013 (See Sec 1.6).



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY

MASTER SERVICES AGREEMENT

EXHIBIT E FINAL

4

CGI's Commitment to HIX Staffing

 CGI is fully committed to the successful delivery of our Health Insurance Exchange (HIX) projects within the
prescribed timeframes. As a company, our highest level of management is engaged and has direct visibility
into our projects. Furthermore, we have built an infrastructure to fully support staffing across all of our
projects. First, we have assigned a senior member of our HR team to be our company-wide HIX Staffing
Coordinator. In this role, she is exclusively focused on staffing our HIX projects and coordinates the staffing
between projects and between CGI's internal organizations (internal staffing, external recruitment) as well as
selected contracted external recruitment. Within our contracted external recruitment, we have engaged two
main types of firms: (1) third party recruiting firms who are focused on recruiting national talent with HIX,
health and human services, and/or specialized technical skills and (2) third party recruiting firms who are
focused on recruiting qualified local talent.

Identifying and Acquiring Staff

 Based on the position requisitions, our staffing organization identifies potential candidates to fill each
requisition through resume review and initial screening. This applies to both existing CGI resources as well as
external candidates sourced from either CGI's external recruiting team or by third party contracted recruiting
firms. Candidates are then presented to the CGI Project Manager to review. The CGI Project Manager selects
which candidates will move on in the interview process. Our staffing organization then sets up three
interviews with at least one of the three interviews being an in-person interview. Each interviewer completes
an interview assessment form and provides their recommendation. Based on the feedback, the candidate is
either approached with an offer or informed that they were not selected.

 Existing staff that are completing their assignments are considered first for positions within the project,
depending on the skills match. This method helps to support staff continuity throughout the life of the
project. It is critical to balance the skills needed during a project phase with the valuable knowledge that staff
members gain by working on the project.

 Whether recruiting internal staff or external job candidates, recruiters work closely with hiring managers
throughout the recruitment process to make sure they have a complete understanding of job requirements,
that candidates are sourced and referred to hiring managers that possess the requisite knowledge and skills
for each position, and that positions are filled in accordance with the schedule, operational needs, as well as
providing compliance with State employment-related regulations.

 Our recruiting process includes the accountability, processes, and procedures to effectively and efficiently
meet staffing requirements, State requirements, and federal hiring practices. It is flexible and scalable
enough to meet changing requirements and operational demands quickly and efficiently.

 Factors such as specific skill sets, experience of staff at commensurate projects, outcome successes of specific
staff, cultural fit, and bench strength of the organizations supplying staff are all taken into consideration when
determining how and where to acquire staff. For the Exchange Project, many factors were taken into
consideration including the:

o Complexity and size of the project

o Implementation of newer technologies

o Types of business problems being addressed

o Timeframe to implement

o Proximity to project site and/or experience with virtual teaming

 Change of Staff

There are two primary instances when there may be a need to provide replacement or additional
personnel. The first is planned staffing changes that result from periods of increased project activity—those
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periods tracked and planned for in the Schedule across the SDLC. The second is when the project experiences
an unplanned loss of staff, and the CGI team is required to identify their replacement. The same process for
identifying and acquiring staff is followed regardless if it is a new staff position or a change of staff position.

CGI is especially focused on mitigating the impact of unplanned loss of staff since the Exchange Schedule is
aggressive. First, the CGI Project Manager has the authority to escalate the priority of the staffing of any
position so that our resources are focused on staffing the most critical positions first. At a corporate level, CGI
maintains a bench of project consultants (both functional and technical) that can be evaluated immediately if
an unplanned loss of staff occurs. From the HIX Staffing Coordinator's perspective, CGI is constantly recruiting
new candidates and maintains a pipeline of external candidates particularly with HIX, health and human
services and/or specialized technical expertise that can be tapped in the event of a sudden unplanned loss of
staff on the Exchange Project. Lastly, the Exchange Project Team Leads are directed to cross-train team staff
as a stop-gap measure should an unplanned loss of staff occurs.

 Key Staff

Certain roles on the project are defined as Key Staff as identified in the Organization Chart located in Section
1.6 of this Exhibit. Per the Contract, positions that are designated as Key Staff will not remain vacant for more
than 30 calendar days. Key Staff positions will not be filled with employees who are assigned to fulfill the roles
and responsibilities of the position in a temporary capacity and/or maintain responsibilities for another
position. CGI will report the replacement of Key Staff to the SOV IT Manager, provide a resume for the
replacement, and will be subject to the SOV’s written approval (not to be unreasonably withheld).

 CGI's Project Manager will coordinate its project activities with the SOV HBE Project Manager in regards to
project-related items such as issues, financial reporting, contract amendments, invoicing, status reports, etc.
CGI roles and Project organization chart is attached hereto as Appendix A.

1.1.4. Facilities and Access

 The SOV is responsible for providing space and furnishings and CGI will co-locate their project teams in a joint
facility. CGI is responsible for providing computer equipment needed for its staff.

 The SOV will provide badge access for CGI to identified locations for the duration of the contract as long as
CGI staff meet the SOV security requirements necessary to provide a badge.

 The SOV will provide wireless, internet connectivity to CGI staff at the co-location site.

1.1.5. Deliverables & Standards Assumptions

 The SOV is responsible for reviewing Project document Deliverables in the timeframes specified in the PMP.
The SOV and CGI Project Managers may mutually agree to shorten or extend the review time should it be
required. Any such change to the duration will be documented in the mutually agreed Project Schedule
and/or otherwise be documented in writing and agreed to by the SOV Project Manager and the CGI Project
Manager.

 The review and approval of Change Orders will be performed using mutually agreed processes as defined in
the MSA and Exhibit H.

 The resolution and documentation of issues will be performed using mutually agreed processes as defined in
the PMP

 CGI will provide a Deliverable transmittal / notification letter with each Deliverable, including services-only
Deliverables using templates defined in the PMP.

 A list of the required Deliverables to be completed by CGI are provided in the Cost Exhibit L.

 The Maximum Amount and Maximum Deliverable Costs and timeline for delivering CGI services assume the
timely and appropriate participation of the State of Vermont agencies in the updated Work Plan and as
stated in the PMP. In the event timely participation is not secured, the CGI Project Manager will work with the
SOV Project Manager to escalate to the Deputy Commissioner or Commissioner for deliberation and
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resolution. A Change Order may be executed upon mutual agreement if additional CGI resources are
warranted.

1.1.6. Hardware and Software Assumptions

 CGI will be implementing the Exchange in the hosting environments at the Phoenix Data Center and using the
CGI Government Cloud services.

 CGI will be implementing the Disaster Recovery environments at a SunGard facility in Philadelphia.
Connectivity between these data centers will be the sole responsibility (and expense) of CGI.

 Pursuant to the MSA, CGI will be establishing dedicated “private cloud” infrastructure at both the Phoenix
Data Center and the Disaster Recovery environment in a non-multi-tenancy environment.

 CGI will implement required software upgrades of the OneGate solution with the approval of the SOV to
support the Exchange Go Live on October 1, 2013 at no additional cost. These upgrades will be specified in
the Work Plan and activities managed by the SOV Project Manager and CGI Project Manager.

 CGI will procure and establish the technical infrastructure for the Exchange within the timeframes outlined in
the detailed Work Plan and consistent with the capacity assumption of 63,000 residents in the first year of the
contract, and 78,750 residents in second.

 If it is mutually agreed that a third party software product is not needed to meet Exchange requirements, the
software can be removed from the Exchange solution. This does not affect CGI’s obligation to meet all
requirements of the Project.

Assumptions – Design, Development, Implementation (DDI)1.2.

1.2.1. Design and Requirements Validation

 The SOV is responsible for working with CGI to confirm to support accurate and complete functional fit
analysis before the Revised Scope Date.

 CGI will lead Requirements verification sessions with the SOV, and provide updated requirements documents
for review and sign-off by SOV staff.

 CGI will lead the Design sessions and use the One Gate System to facilitate a gap analysis between the existing
system and what needs to be configured or developed for the SOV .

 The SOV will facilitate dedicated time from other agency functional and technical resources knowledgeable in
their systems requirements to facilitate interface design.

 The current project plan projects requirements validation will be completed by 1/31/2013. To be able to
create a project plan specific for Vermont, we will need to take an “initial” requirements validation step. The
scope of the validation will be drive from the VT RTM. The initial step will be to review each of the
requirements in the RTM to reach a common understanding of what they mean in terms of system
functionality. We are assuming that some requirements will be removed and some requirements added.
Once this step is complete we will have a more complete understanding of the true scope of the effort,
therefore allowing us to complete an initial project plan. Based on what we know now, we believe this initial
step can be completed in 5 to 7 days dependent on staff availability. The output of this work can be captured
with an additional column in the matrix table. Once we have completed this initial phase, we can pursue the
next phase in which we either demonstrate the requirement within the COTS products, or design it as a “gap”
using use case type documentation. It is expected that this step could require 15 to 20 days to complete. This
later step is further defined below:

 Requirements Design Integration

o Demonstrate and discuss the requirement

o After the requirement is demonstrated, we will ask for agreement that the requirement has been

met or validated. If the requirement is demonstrated in a way for which we can validate that we
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understand the requirement, but it is not met, the facilitator should indicate the requirement is

being validated not met and we will be able to demonstrate at a later date, if needed.

o There can be 4 basic results:

 The State agrees with no comment or action necessary (agreement is received that the

requirement has been met , or validated in the case where we are demonstrating the

understanding of the functionality).

 The State agrees that we have met the requirement but there is still an action item.

 The State agrees we have met the requirement but with comments

 The State doesn’t agree that we have met the functionality. This should always have an

action item for CGI management, and possibly a comment. There should be a full

description of why the State doesn’t believe the requirement has been met.

o All action items and comments will be assigned a lead person and participants identified for

resolution. The lead is responsible for getting the information or following up on the comment. A

due date will also be assigned. The due date should be prior to the next scheduled requirements

review meeting, if possible.

 CGI will implement a requirement traceability process at the start of the project and will provide SOV a
current updated version on a bi-monthly basis, beginning on 2/1/2013.



1.2.2. Development and Implementation

Solution Configuration Development and Testing1.2.2.1.

 CGI will be responsible for Unit, Integration, System, and load testing with support from the SOV in reviewing
and approving test cases and test results.

 CGI will organize and support User Acceptance Testing. The SOV will provide resources to execute UAT
scripts. CGI and SOV will document a plan for development of the UAT scripts in the testing plan.

 The Establishment Review Process has replaced the Exchange Lifecycle as the current CMS guidance for

Exchange deliverable review.

 CGI will train SOV staff on the use and organization of CGI Ensemble SharePoint project repository. The CGI

Ensemble SharePoint repository should be used to story only project management and delivery

documentations; State-specific confidential data will not be stored in the CGI Ensemble SharePoint repository.

 CGI will work with the SOV to provide preliminary design review artifacts to support a “Design Consult” with

CMS targeted for Q1 2013. CGI will support the SOV-CMS design reviews by providing the artifacts defined as

necessary by CMS for Federal Gate reviews.

 Exchange will support browsers consistent with CMS Guidance for web-based non-employee facing user

interface. Exchange will support commonly used browsers (Internet Explorer 8 and above), Firefox (current

version plus the two prior versions), Chrome (current version plus the two prior versions) and Safari (5.1).

 While a broad range of devices such as smart phones, tablets, and iPads that have modern web browsers that

support HTML5 will be able to access the consumer portal, the full shopping, enrollment, and self-service

capabilities of the Exchange require ample screen size (e.g., tablet and above) for appropriate usability.

 Any modifications to the existing eligibility legacy system (ACCESS) that may be required as a result of the
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implementation of MAGI eligibility will be accomplished outside the scope of this effort.

Interfaces1.2.2.2.

 The State and Federal Systems/Applications that integrate with the Exchange will be available during System
Integration / UAT with data to test end to end scenarios.

 The SOV is responsible for facilitating CGI's access to and ensuring the availability of access to State systems
and interfaces.

 CGI and the SOV will develop a list of required interfaces within the Project Plan, through the ‘interface
deliverables.’ The SOV will provide such interfaces through inter-agency agreement with the State Agencies
and secure production files for the final testing of the system interfaces.

 CGI will provide an interface to the Federal Data Services Hub. Cost for the configuration is not included in the
Maximum Amount.

Reporting1.2.2.3.

 The SOV will provide trained and qualified staff for reviewing and approving the reports requirements and
designs developed by CGI for the Exchange.

 CGI will provide the Data Warehouse Data Model, ETL Layer, and SOV reports creation capability. CGI will
provide the required CMS reports, all reports defined in the SOW, and an additional 2,000 hours a year of
support to assist the SOV in formatting and producing reports.

 The Maximum Deliverable Cost includes an extract to CMS for Risk Management Corridor Adjustment
processes, but the data collection requirements and analysis remain undefined and are not included in
Maximum Deliverable Cost.

Policies, Procedures, and Internal Controls1.2.2.4.

 The SOV is responsible for developing the internal control policies and executing inter-agency agreements for
the Exchange.

Training1.2.2.5.

 CGI will provide a dedicated Training Manager for the Project. The SOV will designate dedicated Project leads
to support Change Management and Outreach activities. The SOV Change Management and Outreach Project
leads and the CGI Training Manager will coordinate activities to support the timely completion of tasks
identified in the Work Plan.

 CGI will provide and deliver Train the Trainer curriculum. Training activities will occur within the State of
Vermont. The SOV will provide adequate and appropriately skilled staff to serve in the role as Trainers.

 The SOV will assist in identification of roles, positions, audience groups and the training requirements for each
role and position. It is assumed that learners will participate in the training events identified in the Work Plan.

 CGI shall provide and maintain the rooms and the necessary equipment and resources to accommodate,
support and deliver training in a variety of methods including instructor led and computer based training,
online tutorials, and podcasts.
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Financial Management1.2.2.6.

 Financial Management requirements, as currently in the RTM, will be jointly reviewed by the SOV and CGI
within the first 30 days of the project.

Revised Scope List1.3.

No later than February 1, 2013 (the “Revised Scope Date”), the parties will discuss the deliverables specified below on

the Revised Scope List to determine which should be utilized in the performance of Statement of Work No. 1. CGI and

SOV acknowledge that these items will lead to one or more Change Orders pursuant to the Change Order Procedures

in the MSA.

Item Approach CGI Pricing Approach

Schedule Collaborate with Vermont on approval of

milestones and dates, including confirmation of

CGI staff needed and SOV staff support required.

SOV and CGI will collaborate to update the

project org chart to include SOV resources to

identify:

 What SOV resources are 100% full time and

who is less than full-time.

 SOV required Level of effort for key tasks must

be identified in detail

Staffing levels were based on Hawaii with

exceptions noted elsewhere in this table.

Schedule compression for VT could lead

to additional costs if incremental

software drops are added before or after

Oct 1, 2013. Schedule compression could

also lead to the need for additional staff.

Final impact of this item cannot be fully

established until project plan is created

and agreed.

Eligibility Determine cost and schedule impact of inclusion

of eligibility scope supporting MAGI, QHP,

Medicaid/CHIP

One Gate license cost included. No

adjustments to services scope were

made to support implementation of the

MAGI, QHP, Medicaid/CHIP eligibility.

This will increase cost.

Bill of Materials Draft to be provided – will require further review CGI included the third party software

costs documented in bill of materials

Maintenance &

Operations

Determine Vermont-specific requirements CGI included M&O support based on

Hawaii model with no changes. Will need

to understand VT requirements to

provide a notional direction of future

changes. Details will be reviewed by Feb

1, 2013.

Plan Management Review solution options and determine relevant

requirements

CGI did not adjust the Hawaii proposal

estimates for Plan Management. Based

on preliminary conversations of

requirements, this is likely to require no

change or could result in a reduction of

effort needed.
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Item Approach CGI Pricing Approach

Financial

Management

Review solution options and determine relevant

requirements

CGI removed effort to be provided by

Healthation to configure their product.

CGI left effort for creation of interfaces to

a premium billing solution. CGI did not

alter estimates for integration with

financial management solution. We do

not have enough data to indicate what

direction this might go with additional

analysis.

Call Center Review solution options and determine relevant

requirements

CGI removed staff for answering calls,

but left IT services for standing up Siebel

solution. We do not have enough data to

indicate a likely direction after analysis.

Reuse Analysis Evaluate schedule and cost implications of

possible reuse/leverage from Hawaii and other

CGI HIX implementations

CGI expects that there will be some

opportunity for reuse that would reduce

services cost and level of effort. This

requires careful planning and analysis.

Hosting Refine SOV hosting requirements (e.g., number of

environments, network connectivity, etc.)

pending analysis and evaluation of solution

options

CGI refined the hosting costs to address

VT RPO/RTO as well as changes related to

THE REMOVAL OF THE Healthation

product. Addition of one or more

environments would increase cost.

Test Strategy,

Approach, and Plan

Determine the approach, timing, tools and

staffing for end-to-end testing of the solution to

be delivered under the contract

Hawaii strategy was not altered in any

way, so VT requirements need to be

understood. No information available to

indicate direction of impact on cost.

Deliverable

Inventory

Confirmation

Identify and confirm the complete, in-scope

inventory, timing, and finalization of project

deliverables. A preliminary deliverable inventory

is provided below and should be aligned to the

CGI project approach.

Used Hawaii assumptions. Vermont

specific inventory needs to be agreed

upon. Insufficient information to identify

an impact on price.

Offshore Scope Determine the scope and approach for enabling

offshore delivery to SOV-CGI agreed upon scope

components.

No delivery work outside of the US. Use

of offshore resources could reduce cost.
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Item Approach CGI Pricing Approach

Initial Term Determine the Initial Term (as currently defined

in the MSA)

Estimated cost in SOV pricing is higher

due to shorter term than Hawaii

assumptions and pricing. A longer term

could lower pricing for SOV.

Integrations Confirm the suite of technical SOV and Federal

Interfaces requires of the SOV HBE solution and

determine how current scope of CGI work must

be adjusted to address delivery of the required

suite of interfaces

Used Hawaii assumptions. Vermont

specific inventory needs to be agreed

upon. Insufficient information to identify

an impact on price.

1.3.1. Deliverable List

Project Tracking Deliverables

Project status will be tracked and reported on an ongoing basis. Regularly scheduled status meetings between the SOV

and CGI will be held to discuss project progress, issues, resolutions and next steps. The following standard reporting

mechanisms will be used:

 Status reports

 Issues lists

 Risk management updates

 CGI will provide SOV a current updated version of the project schedule on a bi-monthly basis, starting on

2/1/2013.

Status Reporting

This deliverable must be a recurring deliverable for the entire length of the project. The deliverable must at a minimum

include periodic reporting of the following activities:

Weekly items:

 Status of work completed against the Project Work Plan

 Objectives for the next reporting period

 Client responsibilities for the next reporting period

 Recovery plan for all work activities not tracking to the approved schedule

 Projected completion dates compared to approved baseline key dates Actual/projected Project Work Plan
dates versus baseline Project Work Plan milestone dates

 One-page graphical summary of the Project Work Plan status of all major tasks and subtasks for each Phase in
a Detailed Project Plan

Bi-weekly items:

 Escalated risks, issues (including schedule and budget), and Action items
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 Disposition of logged issues and risks

 Important decisions

Start Up and / or Inception Deliverables

Roles and Responsibilities Plan (HR Plan)

The roles and responsibilities for staffing the different activities, articulating what the Vendor will need to provide and

what the State should provide; includes a project-wide RACI chart.

Scope Management Plan

This plan documents the project vision and goals, items that are in-scope and out-of-scope and their prioritization,

dependencies between the scope items, and risks associated with the inclusion and removal of items from scope. The

plan also defines the process used to modify project scope.

Cost Management Plan

The Vendor is responsible for developing a Cost Management Plan that indicates how project costs will be incurred,

controlled, and reported. The plan must include the finalized cost and budget for the project. Cost-related progress

report formatting will be developed and included by the Vendor, consistent with State requirements and format, and

must include a tracking of costs to the project budget baseline.

Schedule Management Plan

The Schedule Management Plan developed by the Vendor must include the following:

 How the project schedule will be monitored for variances

 What types of corrective actions will be taken to address schedule variances during the life of the project

 The process, roles, and responsibilities involved in making changes to the project schedule.

Communication Management Plan

The Communication Management Plan must detail the varying levels and needs of the project’s stakeholders for

information regarding the project, status, accomplishments, impact on stakeholders, etc. The Communication

Management Plan must define:

 The communication vehicles

 Target stakeholders

 external stakeholder communications

 Scope and frequency of the project’s communications vehicles

As part of Communication Management, Issues must be logged and reported weekly and the plan must detail the

escalation mechanisms for Issue resolution.

Quality Management Plan

The Vendor’s Quality Management Plan must have the following elements:

 Defined quality assurance responsibilities
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 Detailed definition of all deliverables by phase and associated acceptance criteria

 Defined deliverable review process

 Disciplined deliverable review process

 Regularly scheduled reviews of key project phases and milestones

Risk Management Plan

Baseline Risk Assessment and ongoing updates. This plan will be used on an ongoing basis to:

 Update the Risk Assessment Log

 Anticipate and identify risks

 Identify the severity and quantify the potential impact of each identified risk

 Quantify the probability of each identified risk

 Define triggers for risks in risk register

 Support the development of risk mitigation plans for each identified risk

 Provide guidance for assessing the efficacy of risk mitigation actions

 Describe work products and processes for assessing and controlling risks

 Detail the escalation mechanisms for risks

Change Management Plan

The plan describes how the Change Control Board (CCB) will manage the process for review, acceptance and rejection

of change requests.

In the Change Management Plan, change requests will be:

 Drafted by the Project Team

 Reviewed and edited by the Project Director

 Approved or Rejected with direction from the SOV Project Management Team and the SOV Executive
Committee, as necessary

 Implemented by the Project Team, as necessary

The Vendor must perform updates to the project schedule and cost estimates when change requests are approved

Work Breakdown Structure

The Vendor must prepare and submit a Work Breakdown Structure (WBS) as a preliminary step in the preparation of a

project work plan and schedule that encompasses all activities from Project Initiation to Project Closure. The WBS must

define the project’s overall objectives by describing the project tasks and deliverables. The WBS must include:

 A consolidated view of the activities, activity descriptions, and activity durations

 Resources assigned to each activity

 A list of deliverables tied to project milestones

 A way to track the project schedule against the planned schedule
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 Deliverable approval periods

Final Work Plan and Schedule

The Vendor must deliver a master work plan including Gantt charts and a project calendar in Microsoft Project. The

master work plan must reflect any changes from the plan submitted with the Vendor’s original proposal that were

discussed and agreed to during the project initiation meeting.

The work plan must be maintained throughout the life of the project and will be updated as necessary (weekly at a

minimum) to reflect the accurate status of the project

Performance Management Plan

The Vendor must help identify target performance areas and proposed methods of measurement; establish the

baseline metrics for the agreed upon goal areas; define Design Development and Implementation and production

performance measures and assist the state in determining the level of achievement of the performance goals.

Requirements Analysis, Validation and Development Plan

This document must detail the Vendor’s approach to the method of capturing and maintaining requirements

traceability throughout the development process. This plan must detail the methods, tools, and technologies used to

capture, catalog, and manage System requirements and building upon and maintaining use cases and functional and

non-functional requirements.

Elaboration Deliverables

System Design Plan

This document must detail the Vendor’s approach to System design. This plan must ensure that the System conforms

to defined standards for System design and Systems architecture. This plan must also ensure that Enterprise

Architecture (EA) requirements within the State are taken into consideration during the System design. This plan must

ensure the completeness and level of detail in design specifications.

System Development Plan

This document must detail the Vendor’s approach to System development. The Plan must ensure that necessary tools

and technologies are in place for development. It must also ensure that the technical interpretation of requirements is

being appropriately managed such that System functionality does not deviate from expectations. Subjects that must

be covered include:

 Development methodology selected

 The system development process

 Software development standards

 The methods for maintaining requirements traceability of system requirements from the original baseline
functional and Non-functional requirements document throughout the development process

 The development change control and configuration management processes

The Vendor is required to utilize industry standard automated configuration management and version control tools.

The Vendor is required to propose these tools as part of their response.
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Testing Plan

This deliverable includes a set of documents for each type of testing. The documents must include the following

components and be approved by the state:

 Integration of current DVHA processes and standards

 Software testing strategy, methodology processes, standards and guidelines for all software testing, including
conversion testing activities

 Specification of entrance and exit criteria for each of the test events

 Templates and standards for all testing artifacts and deliverables

 Definition of testing metrics and how the metrics are recorded and reported (e.g., number of open test
defects by severity)

 Description of the approach for regression testing based on an analysis of which parts of the System may be
affected by proposed and designed changes to the System and other supporting technologies

 Standards for establishing traceability from requirements to test cases

These document sets must be compiled for each of the following types of testing:

 Subsystem Integration

 System Qualification

 Regression

 Readiness Certification

 User Acceptance

 Formal Acceptance

Implementation and Deployment Plans

The Implementation and Deployment Plans must include the following components:

 A detailed explanation of the Vendor’s implementation methodology

 An explanation of how operations will transfer from the legacy system to the new System

 An up-to-date detailed implementation schedule

Requirements Methodology and Template

The Vendor must provide a clear and concise layout of how detailed requirements will be gathered (including sections

for functional, technical, security, performance, operational, etc.). The requirements template must be robust enough

to store and track functional, technical and other operational and performance requirements.

Cross-walk and Validation of Functional Requirements

A cross-walk of the functional requirements against the BRD documents, Functional and Non-functional requirements,

CMS Blueprint to validate and identify any possible gaps in the requirements.

Document findings, risks and next steps.
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Detailed Functional and Non-Functional Requirements Traceability Matrices

Detailed functional and Non-functional requirements traceability matrices. Definition of the services for the target

SOA architecture

SOA Handbook

SOA handbook for the solution that details the approach and results of gathering and developing requirements for the
SOA environment, including but not limited to:

 Identify the services required to support key scenarios

 Identify the services that are common across scenarios

 Establish the right level of granularity for services

 Collect requirements for the services that will support external and internal partners

 Prioritize services and application integration based on impact to customers, suppliers, and partners

 Describe how the development and deployment of services will comply with and take advantage of the SOA
governance established for the HSE Platform

 Define metrics that tell how well the needs of each community are being satisfied

SOA Functional Requirements

Functional requirements for the new System in a SOA compliant architecture. Within the requirements document,

applications will need to be redefined as sets of business objects and related services, and also provide the constraints

under which the Systems and applications must operate.

SOA Non-Functional Requirements

Non-functional requirements for implementing an SOA compliant architecture. This document must detail the

operational, security, integration and performance requirements and incorporate the industry best practices and

standards.

System design includes application design, interface design, and conversion design. Detailed and logical application

design documents must direct the application development efforts.

System Architecture

The SOA model-driven architecture framework being used across all the domains (e.g., services, trust and security,

infrastructure, etc.) that enable the development of service-oriented models to facilitate the interaction and

communication of technologies. This document must provide details around the set of technologies that support

operations, incorporating the industry best practices and standards. This document must detail the disciplines of

design patterns, information architecture and technology infrastructure and describe the conceptual, logical and

physical architectures for the targeted baseline System. The architecture document must include the SOA principles

around SOA layers definition, the service providers/consumer definition and the service broker definition.

SOA Models

Services portfolio which identifies, defines a service hierarchy, and classifies the services based on this hierarchy. SOA

modeling must include:
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 Identifying the Services Portfolio Management requirements, which must include the requirements for how
often services should be reviewed, how often they should be updated, and how they should be published

 Identifying the Quality of Service requirements for each service, which will involve defining scalability,
availability, and response time (latency) of services in order to ensure that they are within the promised range

 Identifying interface requirements, which will involve both internal and external Partners and ensuring that
the new System is sufficiently scalable and flexible to support the number of interfaces that will be required.
Interface requirements must also include defining what communications should be asynchronous, and what
communications should be synchronous

 Identifying security requirements, which may include encryption, authentication, data protection, and
constraints on performing certain operations

 Identifying performance requirements, which may include the expected response time for application tasks,
failover support for applications, and hours of availability

 Identifying operational requirements, which may include server needs, scalability requirements, hosting
requirements, monitoring, load balancing, failover, fault recovery, accounting and metering

SOA Transition Plan

The SOA Transition Plan articulates the detailed steps involved in leveraging any existing components in a SOA

framework. The SOA Transition Plan includes both the tactical and strategic recommendations for migration to a SOA.

This document identifies the current state and best practices within the organization, identify the major gaps or

concerns and provide recommendations and a detailed SOA road map that considers the unique goals and challenges

of the Project. The document must include:

 Defining sequential steps and dependencies when transitioning to an SOA compliant design. This must include
sequential steps and dependencies when transitioning and enhancing any existing components to the target
design

 Defining systems, data stores and interfaces that will be impacted by the redesigned architecture

 Defining resource requirements for the implementation, including Vendor and State personnel, hardware and
software and other resources

 Defining all steps required for integration (organized temporally) and dependencies between steps

 Addressing major risks in the transition and suggesting mitigation strategies that minimize time, efforts, and
costs to accomplish the integration

Functional Design Document

The Functional Design Document (FDD), or its equivalent, describes how the proposed System will enable the

functional and non-functional requirements of the System. The Functional Design Document artifact must include the

following components:

 Details on which components will be leveraged from existing systems and which components will be newly
developed

 Business rules

 Reporting capabilities and prebuilt reports

 User profiles and security role permissions

 System functionality traceable back to the functional requirements traceability matrix
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 System overview diagrams

 Domain model

 Process flows

 Use Cases

Technical Design Document

The Technical Design Document (TDD) reflects the final requirements for System configuration and operation.

The Technical Design Document must include the following components:

 Detailed description of System architecture

 Entity Relationship Diagrams

 Data Flow Diagrams

 Data Dictionary

 Processing controls

 Processes to manage System installation and configuration

 Data backup procedures

 Security controls

 Availability and resilience controls such as load balancing, failover capabilities, and fault tolerance

The Technical Design Document must include, at a minimum, the interface definitions and design (e.g., including

XML/SOAP specifications for file formats), the new System design based on reviewing existing class diagrams,

sequence diagrams, updated object models that represent the internal workings and designs of the containing

subsystems that will expose the services, and the component specification (details of the component that will

implement the service) and service assignment to each layer defined in the System architecture.

The final TDD will, together with the approved FDD, constitute the complete System definition for the new System. The

FDD and the TDD together will constitute the agreement between the state and the Vendor regarding the functionality

and operation of the new System. The two documents will be the documentation used by the Vendor during System

development and use cases, and will be the basis for the development of the User Acceptance Test (UAT).

Solution Implementation Design

The Solution Implementation Plan, or its equivalent, reflects the final requirements for system implementation. The

plan at a minimum should cover the following components:

 Description of implementation

 Points-of-contact

 Major tasks

 Implementation schedule

 Security and privacy

 Implementation support

 Hardware, software, facilities and materials
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 Documentation

 Personnel and staffing requirements

 Training of implementation staff

 Outstanding issues

 Implementation impact

 Performance monitoring

 Configuration management interface

 Risks and contingencies

 Implementation verification and validation

 Acceptance criteria

Construction Deliverables

Security Plan

The Security Plan includes details of how security will be controlled during the implementation of the new System. The

Security Plan, at a minimum, must describe the following items related to the System:

 Security policies

 Logical security controls (privacy, user access and authentication, user permissions, etc.)

 Technical security controls and security architecture (communications, hardware, data, physical access,
software, operating system, encryption, etc.)

 Security processes (security assessments, risk assessments, incident response, etc.)

 The technical approach to satisfy the following:

 MARS-e and IRS Safeguards

 Network segmentation

 Perimeter security

 Application security and data sensitivity classification

 PHI and PII data elements

 Intrusion management

 Monitoring and reporting

 Host hardening

 Remote access

 Encryption

 State-wide active directory services for authentication

 Interface security

 Security test procedures

 Managing network security devices
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 Security patch management

 Detailed diagrams depicting all security-related devices and subsystems and their relationships with other
systems for which they provide controls

 Secure communications over the Internet

Disaster Recovery / Business Continuity Plan

The Disaster Recovery/Business Continuity Plan must describe how the State can provide information to their

customers in the event of a disaster. At a minimum, the plan must include the following:

 Backup and recovery procedures as well as disconnected operational capability to ensure that the system can
continue to operate in the event of an unexpected destruction of hardware, software, or communications
through System failure, disruption of connectivity or natural disasters

 Arrangements for backup hardware or processing sites; off-site data storage; schedule for creation of backup
media; and detailed recovery procedures for all anticipated types of disasters

 A description of each anticipated type of disaster

 Escalation plans that specify the necessary points of contact and decision-making authority at the State offices
and local provider levels.

The Disaster Recovery/Business Continuity Plan must be developed and validated to comply with the business needs,

the State’s standards and industry best practices. As part of the Disaster Recovery/Business Continuity Plan:

 Roll-back plans must be developed and validated for use in case of System failure during turn over to
production

 Plans must be put in place for the stand-by of key support resources during turn-over to production activities

 Potential go-live System failures and action points need to be identified and mitigation plans and actions have
to be developed and validated

 Key project resources have to be trained in recovery procedures

Infrastructure Services Plan

The Infrastructure Services Plan addresses, at a minimum the design and implementation of the following

infrastructure items related to the System:

 Remote Access Infrastructure

 Patch and Remote Security Management Infrastructure

 Service Desk Enhancements

 Code Migration Infrastructure

 Software Configuration Management Infrastructure

 Change and Release Management

 Data Retention and Archiving Infrastructure

 Performance Reporting Infrastructure

System Development Deliverables

Phased and staged delivery of functionality and as listed in the Deployment Approach and distributed through
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different Construction iterations.

Documentation to support the transfer of knowledge to the state.

A formal process will be used to develop, deliver, review, and provide feedback on developed functionality and

documentation

Adherence to the prescribed change methodology process; and utilization of all the prescribed change control

standards, criteria and process in the development, test and delivery of the new System and all work products

Utilization of established secure coding tools and methods, and application development and testing tools that have

been identified during the earlier steps

Scheduled periodic reviews to measure overall progress, status and work products.

Complete updates to all documentation (development, training, security, design, requirements, etc.) to reflect any

changes that have occurred during the development process.

Test Deliverables

The new System must undergo a series of Component (Unit), System, User Acceptance Tests (UAT), and Final

Acceptance Test (FAT) prior to deployment per Phase. This includes testing new functionality, as well as regression

testing of already accepted functionality to ensure that changes to software have not adversely affected existing code.

Each phase of testing will follow a thorough Test Plan, including test cases, scripts, data sheets, and expected results.

The tests that are developed will be repeatable and must be directly traceable to the requirements.

System Testing Test Results

The Vendor must provide the documentation of the various test results from each type of the system test including, at

a minimum:

 Unit/Module Tests

 Subsystem Integration Tests

 System Qualification Tests

 Regression Tests

 System Testing Periodic Reviews

System Readiness Certification for UAT

A System readiness certification document with accompanying test results to the state based on the tasks as described

in System readiness assessment and that the following criteria have been met by the System:

 System meets all functional requirements

 System meets all non-functional requirements

 System has passed the System Qualification Test with no known major errors

 Successful execution of the test scripts(s) for the current test phase.

 No open critical, major, or average severity defects unless the issue is determined to be low impact and low
risk
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 Stability of all modules and components in the test environment.

This readiness certification will be the statement that the System has passed all internal testing and is now ready for

UAT.

Site Readiness Reports

Site assessment reports based on the results of the site assessments addressing all relevant remote sites in the State.

Technical memorandum identifying any areas of concern related to the implementation of the new System at a

particular site. This report will also explain the cause of the issue at that particular site and make recommendations on

how each issue will be remedied before the rollout of the new System.

UAT Report

A report documenting all the test results including any errors and resolutions identified as a part of the UAT test

The UAT report must summarize the UAT results and whether the UAT objectives were met. At a minimum, it must

cover:

 Achievement of UAT objectives

 Test execution results by test cycle

 Test execution statistics and trends

 A plan to address any UAT test issues still unresolved

FAT Report

Final Acceptance Test report documenting all the test results including any errors and resolutions identified as a part of

the FAT test

The FAT report summarizes the FAT results and whether the FAT objectives were met. At a minimum, it covers:

 Achievement of UAT objectives

 Test execution results by test cycle

 Test execution statistics and trends

 A plan to address any UAT test issues still unresolved

Transition Deliverables

System Operations Documentation

System Operations Documentation that describes all required Systems operational activities and provides guidance on

System maintenance and enhancement practices, tools, and approaches. Additional documentation, such as Custom

off the Shelf (COTS) software user manuals if applicable.

The System Operations Documentation encompasses System functionality from a remote user’s perspective, a State

business user’s perspective, and from an information technology and System operations perspective.

These manuals must include the following types of information:
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 A description of how to use the System based on user roles and responsibilities

 A list of prebuilt reports and their descriptions

 A description of all screens and how they are interrelated

 A description of all help and navigation functions and how to use them

 A complete list of error messages, their descriptions, and how to resolve the errors

 A list of all included System documentation and its use

 How to troubleshoot common System problems

 A description of the key data tables, elements, and their contents

 How to perform System maintenance functions like data backup and recovery, run batch processes (if
applicable), perform data cleanup, and administer user accounts and permissions

 How to troubleshoot common System problems

 A listing of all logs and how to interpret them

 Key System capacity management considerations

 Key security management functionality

 Contact information for receiving support

 Where to find disaster recovery and business continuity information related to the System

 A listing of System interfaces and how to troubleshoot communications problems

 File descriptions

 System and System environment configuration baseline

Data Conversion and Synchronization Plan

The Data Conversion and Synchronization Plan provides a field-by-field mapping (including how the values will be

converted) from any relevant legacy Systems (e.g. identification data from Access and VITL) to the new System,

including the following:

 Any assumptions or proposed calculations involved in the conversion

 Default values for required fields that do not exist in the legacy System(s) or a method to allow for missing
data until all participants are on the new System

 Methods for handling anomalies in the data between the Systems (data elements with incompatible length
and/or type between the Systems, or data elements with stricter edit requirements in the new System that
fail those edits in the old)

 How data elements that have been assigned default values by the automated conversion procedures will be
populated with actual data once automated conversion is complete for a site

The Plan details any data “clean up” procedures in the individual Local Agencies that will improve the conversion

effort.

Training Plan

The Training Plan describes the types of training and the audience for each, provides a description of training
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materials, provide a description of training methodology, include a detailed list of topics to be covered for each type of

training, and describe the methodology for evaluation of training effectiveness.

The plan provides an overview of tools and materials to be employed in the training including workbooks, handouts,

evaluative materials, and a training System if employed. The types of training will include, at a minimum, remote user,

State office user, Enterprise System Administrator, and “train-the-trainer” training.

Training Materials

The training materials will include items used to conduct the training sessions for the System which will ensure that

training objectives are met. These materials can include presentations, demonstrations, activities, handouts and other

required documentation. These materials must also include training plans, evaluation materials, and training

maintenance and support plans. An electronic copy of all training materials must be provided.

Training materials will be required for each of the training types described in the training plan. Training Materials

should be incorporated into the system as online help files accessible to users online. Each individual trainee should

receive a copy of the training materials

Infrastructure Services Deployment Report

The infrastructure Services Deployment deliverable, at a minimum, must address the implementation of the following

infrastructure services related to the System:

 Remote Access Infrastructure

 Patch and Remote Security Management Infrastructure

 Service Desk Enhancements

 Code Migration Infrastructure

 Software Configuration Management Infrastructure

 Change and Release Management

 Data Retention and Archiving Infrastructure

 Performance Reporting Infrastructure

System Maintenance, Support and System Transition Plan

A written plan for the transition of system maintenance and operation to the state, including notification of any

procedural, staffing, or resources requirements.

System Incident Reports — Warranty

All incidents and defects that occur during the Warranty period that are part of the System scope (and under Warranty

agreement) must be documented and communicated within a reasonable, agreed upon time frame, on a regular basis.

The incident report must contain the severity of the incident, a description of the incident, incident resolution status,

and the proposed course of action for remedying all open incidents.

Corrective Maintenance Reports

All corrective maintenance requests that are part of the System scope that occur during the Warranty period must be

documented and communicated within a reasonable, agreed upon time frame, on a regular basis. The maintenance
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report must contain the description of the maintenance request, resolution status, and the proposed course of action

for remedying all open maintenance requests.

System Source Code and Documentation

Review with the state and identify any documentation that must be updated as a result of changes during the

warranty period. Update the documentation and provide it for review and final acceptance.

The following documents are some of the critical documents that must be updated and provided at the completion of

the project:

 System Operations Documentation

 Functional Design Document

 Technical Design Document

 SOA Handbook

 SOA models

 System architecture

 Training materials

 Security Plan

 Disaster Recovery Plan

 Infrastructure Services Plan and Report

 Data Conversion and Synchronization Source Code and Documentation

Provide a complete set of documented source code for the System. As part of the transfer of source code, conduct a

high-level workshop with state technical personnel explaining the structure of the source code and how to navigate

and find key aspects of the System functionality within the code.

Production Support Deliverables

Tier 2 Help Desk Plan – M&O

Tier 2 Help Desk Plan that indicates how support will be provided and how escalated incidents are resolved.

The plan includes a proposed organizational structure, service level commitments related to the resolution of logged

incidents (based on issue priority or severity), and metric reporting for monitoring the system and Help Desk

performance. The Help Desk shall use an ITIL v3 compliant COTS IT Service Desk solution and shall electronically

interface with the Vendor’s defect and quality management tools.

System Incident Reports — M&O

All incidents that occur during the Base and Optional Extension M&O periods will be documented and communicated

within a reasonable, agreed upon timeframe, on a regular basis. The incident report will contain the severity of the

incident, a description of the incident, incident resolution status, and the proposed course of action for remedying all

open incidents.
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Adaptive Maintenance Reports

All adaptive maintenance requests that occur during the M&O period will be documented and communicated within a

reasonable, agreed upon timeframe, on a regular basis. The maintenance report will contain the description of the

maintenance request, resolution status, and the proposed course of action for remedying all open maintenance

requests.

System Enhancements Reports

All system enhancement requests (changes requiring 200 or more hours of effort) that occur during the M&O period

will be documented and communicated within a reasonable, agreed upon timeframe, on a regular basis. The

enhancement report will contain the description of the enhancement request, progress, and the test results and

outcome of each request.

Closure Deliverables

Updated System Source Code and Documentation — Phase Completion and Project Closeout

At the completion of the Warranty or M&O period(s), conduct a review with the state and identify any documentation

that must be updated as a result of changes during the Warranty or M&O Period(s). Updated documentation provided

to the state for review and final acceptance.

SOV Quality Assurance (QA) / Independent Verification and Validation (IV&V) Vendor1.4.

Support

Quality Assurance (QA) is a review process performed by an organization that is technically, managerially, and financially

independent of the Vendor organization. AHS understands the importance and strongly endorses the use of QA to

ensure a successful System. AHS will contract for QA services to support the success of the Project. QA and project

oversight activities related to the project will be performed by the Quality Assurance provider that has been selected by

AHS.

QA Verification uses iterative processes throughout the SDLC to determine whether the plans, methods and products

delivered fulfill the requirements placed on them by previous iterations, phases and steps and are internally complete,

consistent, and sufficiently correct to adequately support the next iteration, phase and step.

QA Validation is the process of examining and exercising the complete application (software, hardware,
procedures, and documentation) to determine whether all stakeholders’ requirements have been met. QA
Validation begins at the beginning of the SDLC phase and deliverable to ensure that the plan and approach
will move in a direction to eventually satisfy stakeholder needs. QA Validation also occurs at the end of the
SDLC phase and deliverable to ensure the deliverable truly meets the latest requirements of the stakeholders
(regardless of how many times these requirements may have changed during the project)

The State has selected Gartner Consulting as the QA/IV&V Vendor. The QA/IV&V Vendor will work in
partnership with the State and the Project Director and perform the following functions:

Review project planning deliverables to ensure they are sufficient and meet applicable project

standards

Review ongoing project processes, methods and activities
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Provide technical review and verification of key project milestones and deliverables

Provide independent review of project deliverables against requirements

Anticipate and identify project risks and monitor the project risk management process

Offer suggestions for problem and issue resolution

Develop Independent Project Oversight Reports and delivers them to the Executive
Committee and Project Management team

Provide monthly review and recommendations to the Executive Committee regarding project status
and risk anticipation, prevention and mitigation

Provide periodic review and recommendations to the Project Director regarding project status and
risk anticipation, prevention and mitigation
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State of Vermont Health Services Enterprise Program Office of IT Projects Structure1.5.

State of Vermont Health Services Enterprise Program Office of IT Projects

AHS and Department of Information and Innovation Project Roles and Responsibilities

Role Function

Project Sponsor The Project Sponsor assumes project ownership and performs the
following functions:

Assumes project ownership, and is the highest possible level of project
review and provides policy leadership and oversight as needed. Reviews
and resolves policy, fiscal, and resource allocation issues that cannot be
resolved at lower levels.

Ultimately accountable for securing spending authority and resources.
Acts as a vocal and visible champion, legitimizing goals and objectives.

Executive Committee The Executive Committee will be comprised of senior management
personnel and representation from the Project facilitated by an appointed
chair person who will be part of the committee, and the committee will
convene regularly to provide direction or support required to the project
and to support the Project Director.

Project Director The Project Director is responsible for the overall success of the project
through planning, directing, and overseeing the activities of the Project
resources.

Project Team The Project Team will be comprised of the various SMEs from both the
business and technical spheres and end users from the State, and Local
Agencies, as well has QA team members. This team will assist in various day-
to-day activities and/or key milestones of the project.
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Role Function

Project Manager The Project Manager will be responsible for gathering and distributing
information on project status, risks, issues and quality assurance reporting.
This role will be filled by a person with in- depth knowledge of State and
Industry PM methodologies and will report to the Project Director. The
Project Manager will have the responsibility of formally accepting vendor
project deliverables, unless this responsibility is delegated to another party.

The Project Manager will be responsible from a State perspective for
ensuring scope, schedule, budget, and minimal required documentation
deliverables are completed.

Business Leads The Business Leads will work with their respective SMEs of the business units
to understand their System and process requirements and articulate the
requirements to the Vendor, Integration Managers, QA Lead and the
Technical Leads. The person in this role ensures that the proposed solution
aligns with the business requirements of the organization. He or she will have
the ability to manage the expectations of the business units with a clear
understanding of the Project Sponsor’s project objectives. This role will be
filled by an FTE with in-depth knowledge about the business side of Eligibility
and will report to the respective Integration Manager.

Technical Leads The Technical Leads are responsible for the successful implementation and
execution of the proposed solution. Responsibility includes managing the
technical resources assigned to support the project. He or she will be
responsible for all technical aspects of the project and working with
enterprise architects.

State CIO (Department
of Information and
Innovation)

The Department of Information and Innovation was created in

2003 to provide direction and oversight for all activities directly related to
information technology within state government, including
telecommunications services, information technology equipment, software,
accessibility, and networks in state government. The CIO and Commissioner of
DII have broad authority to meet the goals of the department as established by
statute and policy. The CIO has approval authority for all IT activities in excess
of $100k

Enterprise Project
Management Office

The EPMO provides statutory oversight of IT projects within the State,
develops and maintains project management artifacts, implements standards
for IT project selection, ensures benefit realization of IT projects and manages
the State IT project portfolio. It will provide oversight and guidance for the
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Role Function

the State Project Manager, project management team and Vendor Project
Managers.

QA Leads Quality Assurance (QA) Lead is responsible for ensuring that all System
components are error-free and meet Project’s expected level of Quality.
Responsibility includes defining and managing the QA process throughout the
SDLC (System, Integration, UAT, Formal Acceptance Testing (FAT) and Pilot
Testing) and managing various QA resources at each phase of Testing.

Business SMEs Business SMEs from all involved business units will be asked to participate in
the requirements definition process, data cleansing, QA and testing and
training efforts. Business SMEs will be utilized on an as-needed basis and at
key milestones of the project.

Technical SMEs Technical SMEs from all involved IT units will be asked to participate in the
non-functional requirements, design, and data conversion, QA and testing
and training efforts. Technical SMEs will be utilized on an as needed basis
and at key milestones of the project.

Health Services Enterprise (HSE) Program Management Office Structure and Responsibilities

The following Figure describes the current structure of the HSE Program Management Office within AHS. Due
to the interlocking functionality of the projects, each project team will be highly informed of the activities
happening within the other projects within the PMO. The Vendor will be expected to support Program-level
and inter-project communications between project teams to ensure proper transfer of knowledge between
them.

HSE Program Management Office
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State of Vermont Program Management Office Roles and Responsibilities

The following table provides the anticipated roles in the Project organization:

Entity Core Focus
Executive Committee  Set Program Mission and Goals

 Establish Priorities and Non-Negotiable (Mandates)

 Review, Comment and Approve Operations Steering Committee

Operations Steering
Committee

 Ensure clarity of business imperatives and alignment of project plans with
Executive Committee mandates and statutory authority

 Provide oversight of Core Projects' resource and vendor allocation
plans

 Review and respond to project risk and risk mitigation strategies that may be
escalated to the Committee

Program Director  Responsible for comprehensive project/program planning and coordination
of project delivery with projects’ Project Managers

 Establish Project Charters, Integrated Program Plans and

 Roadmap

 Ensure coordination effectiveness of the Core Projects with associated
business process changes

 Accountable and responsible for fulfilling mandates and achieving
key HSE PMO milestones and objectives

 Identify and Mitigates HSE PMO Risks

 Support resource management by assigning and aligning project managers
and team members to the Core Projects

 Provide and fosters open and active communications with all
stakeholders

Program Manager  Accountable and responsible for individual Core Project planning,
implementation and risk identification/mitigation

 Support development of Project Charters, Integrated Program

 Plans and Roadmap in coordination with Program Director

 Responsible for cross project coordination with other Core

 Projects and associated business process changes

 Accountable for accomplishing the stated project objectives and
management of vendors assigned to the individual projects

Project Manager  Accountable and responsible for individual Core Project planning,
implementation and risk identification/mitigation

 Responsible for cross project coordination with other Core

 Projects and with related BPR Projects

 Accountable for accomplishing the stated project objectives and
management of vendors assigned to the individual projects

Business Lead  Ensure active involvement of Business SMEs in Core Project

 Lead coordination efforts between Core Project and related BPR efforts

Technical Lead  Ensure active involvement of Technical SMEs in Core Project

 Ensure technical standards and Vermont policy is followed through
projects

 Coordinate technical efforts with Program and State technical leadership

Subject Matter Experts
(SMEs)

 Responsible for input within their areas of expertise

 Contribute to deliverables
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1.6. CGI Organizational Chart
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Exhibit F

Security Policies

1. CMS Catalog of Minimum Security Controls for States Supplement, as finalized and

amended by CMS from time to time

2. State of Vermont Security Policies and the Agency of Human Services Security

Policies. These policies are available upon request.

3. Recommended Security Controls for Federal Information Systems, NIST Special

Publication 800-53, to the extent not in conflict with 1 and 2 above.

4. IRS Safeguards Program – Publication 1075, FIPS 140-2 and IRS Security Bulletin

1075

5. HIPAA Security and Privacy Rules as amended by HITECH and as amended from

time to time.

6. Any other information technology security policies implemented and/or adopted by

SOV, as amended from time to time. These policies are available upon request.

7. Prior to placement of Supplier Personnel on the project, SOV will provide the

appropriate level of HIPAA compliance training to Supplier Personnel as deemed

necessary by SOV.

8. Security measures requested by DVHA necessary to provide space to the Supplier

or access to any SOV Facilities as provided for in Exhibit E or in the MSA.
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Exhibit F-1

Background Checks

Supplier shall perform the following background checks as required by the parties’ Master

Services Agreement:

(a) Social Security verification – uses credit bureau header records or a similar type of

database, to develop AKA’s, residential history, and likelihood of SSN belonging to candidate;

(b) seven year criminal history (felony, misdemeanor), based on residence, education and

employment addresses – reviews criminal history based on all names provided and developed,

all jurisdictions provided and developed; county and federal levels;

(c) National Criminal Locator (NCRL) – reviews criminal history based on review of jurisdictions

in which the candidate may have a criminal record; and

(d) Global Watch Alert (GWA) - a check of numerous government watch lists that include

individuals, organizations, and companies that have been placed on watch status by the United

States Government, European Union, United Nations Security Council, World Bank or foreign

governments.

No Supplier Personnel shall be placed on the project with SOV until any required investigation is

complete; provided, however, that background checks on Supplier Personnel that otherwise

comply with this Exhibit F-1 and were conducted no more than twelve (12) months prior to

placement with SOV shall be considered complete.

No Supplier Personnel will be placed on the project when a felony conviction is present or a

misdemeanor conviction that involves a crime against a person; a crime involving the use or

misuse of computer network; a crime involving weapons, explosives or arson; a crime involving

trade secret/proprietary information; a crime involving theft, dishonesty, embezzlement, breach

of fiduciary duty, identity theft, or other financial-related crimes, or a crime involving illegal drugs

and/or controlled substances.
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Exhibit G

Insurance Regulations and Flowthroughs

1. Patient Protect ion & Affordable Care Act, as amended by the Health Care
and Educat ion Reconci l iat ion Act of 2010

2. Regulations regarding State Exchanges, Insurance Market Reforms: 45 CFR 147,
154,155, 156, 157, and 800; 26 CFR Part 1 (APTC/CSR); and, where applicable, Medicaid
rules, 42 CFR Parts 431, 435, and 457.

3. Vermont Statutes, 33 VSA Chapter 18, subchapter 1, and Rules regarding Health
Insurance Exchanges

4. Vermont Insurance Statutes, 8 VSA Chapter 107 and relevant Department of Financial
Regulation Insurance Rules

5. Health Insurance Portability and Accountability Act (HIPAA) and relevant CMS
Regulations regarding HIPAA and Information Technology

6. IRS Safeguards Program – Publication 1075 and FIPS 140-2; IRS Security Bulletin 1075

7. OMB Circular A-110 and 87

8. Federal Grant requirements

a. Requirements as set forth in the Cooperative Agreement for Grant No
HBEIE120130-01-00

b. HHS Grants Policy Statement found at
http://www.hhs.gov/grantsnet/adminis/gpd/index.htm

c. 45 CFR 74.4-74.48

d. 45 CFR 92.36

e. Federal Funding Accountabi l i ty and Transparency Act of 2006

f. Enhanced Medicaid Funding requirements

9. Any subsequent ly enacted relevant laws or regulat ions
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Exhibit H

Change Control Procedures

1. Change Control Procedures

1.1 The SOV and Supplier acknowledge and agree that performance of Services may

require the continued and dynamic setting of priorities based on, among other things, changing

volumes, transactions, products, operations, business processes and services, the marketplace,

legal and regulatory requirements or any other changes necessary to satisfy SOV’s on-going

requirements, as well as the dynamic changes that are anticipated to occur in the Insurance

Industry Regulations. The SOV and Supplier shall use the following Change Control Procedures

to implement any and all changes to the Services set forth in a Statement of Work.

1.2 From time-to-time during the Statement of Work Term, SOV may request changes to the

Services, without limitation, to respond to changing industry requirements or requests from

changes of SOV’s Clientele, improve the efficiency of or enhance existing Services, reduce

SOV’s cost for Services under the Statement of Work, take advantage of technological,

operational or economic opportunities that arise during the Statement of Work Term or

otherwise. SOV’s request for changes may be initiated by recommendations, suggestions or

proposals from Supplier, third parties, including Affiliates, subcontractors, agents and

representatives of Supplier or initiated by SOV, or SOV Clientele. Supplier acknowledges and

specifically agrees that, consistent with the provisions of Section 4.2 of the MSA [Changes to

Statements of Work], unless specified to the contrary on a Statement of Work (and then only

within the specific parameters and under the conditions specified therein) under absolutely no

circumstances shall Supplier modify, alter, eliminate, diminish or otherwise change any

technology, operations, processes, methodologies or other means by or through which the

Services are provided hereunder, whether or not Supplier believes, in good faith, there will not

be any adverse effect on any Service, feature, function or capability or the quality, performance

or level thereof, unless and until Supplier has obtained SOV’s specific and explicit approval and

consent in writing thereto, which SOV may withhold in its sole and absolute discretion.

1.3 All changes to the computer systems used by Supplier to provide Services shall be

subject to a change management process implemented by the SOV and Supplier to document,

test and accept such changes and then migrate them into production according to industry best

practices.

2. Proposal and Consideration of Changes

2.1 Through a process of mutual consultation and discussion regarding any proposed

change to Services, Supplier will prepare and present to SOV for review and evaluation,

materials and information which define, describe and identify, the nature and extent of the

change to Services contemplated hereunder. Supplier shall include a comprehensive analysis

and statement of the material impact and effect of such change on each and every aspect of the

Services, whether applicable to the particular Statement of Work or any other Statement of

Work or Services. The information and materials prepared for SOV’s review and consideration

hereunder shall be no less comprehensive or detailed and shall be prepared with the same
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degree of care and specificity as is required under the MSA for the preparation of Statements of

Work.

2.2 The Statement of Work Project Managers and, if necessary or desirable, the SOV

Executive and the Supplier Account Manager and/or respective Supplier Statement of Work

Project Managers and/or their respective designees knowledgeable in the Statement of Work

involved, shall meet to review the documentation, coordinate the review and evaluation of

proposed changes and make recommendations to their respective management as to the

potential approval or rejection of any changes. For the SOV, the Deputy Commissioner of the

Exchange will approve or reject proposed Change Requests; Change Requests approved by

the Deputy Commissioner will then be provided to the Department of Vermont Health Access

Business Office for processing and, if required, amendment of the MSA. At any time during this

process, SOV may either reject any or all proposed changes and discontinue consideration or

agree to proceed with the preparation of an order reflecting such changes (“Change Order”). If

SOV wishes to proceed with the consideration of any such proposed changes, SOV shall so

notify Supplier, specifying the Requirements applicable to such change and any other terms and

conditions SOV deems appropriate and/or necessary for its evaluation and consideration and

which shall, if mutually agreed upon by the SOV and Supplier, be incorporated into any

Statement of Work resulting from the foregoing process.

3. Services Change Orders

3.1 Either SOV or Supplier will be able to submit a written request for any change (a

“Change Request”) using the Change Request form included at the end of this document.

Within ten (10) days after SOV and Supplier have mutually agreed upon the details to be

included in a Change Order and Supplier receives a notification from SOV to proceed in any

particular case, consistent with the procedures above, Supplier shall prepare and provide to

SOV a Change Order substantially in the form of Attachment H1, which is attached and forms a

part of this Exhibit H. Each Change Order shall include the applicable schedule for

implementing the proposed change in the Services in the form of a Milestone Schedule, the

applicable Service Levels, Requirements, resources required, Charges (either increased or

decreased) applicable to the changed or new Services involved and/or affected, and the

applicable Acceptance Test, all as provided in the MSA and as may be further supplemented

by the applicable Statement of Work, together with all other information required under the

Change Order or otherwise applicable to the change and its actual and potential effect on the

Services, including any updates or changes to the existing Services, Documentation or

otherwise. Charges under a Change Order shall be consistent with and proportional to the

Charges under the applicable Statement of Work.

3.2 Once submitted to SOV, each Change Order shall constitute an offer by Supplier to

provide, deliver and implement the changes to the Services described therein, on the terms set

forth therein, and shall be irrevocable for a period of sixty (60) days. SOV shall review and may

provide Supplier with comments regarding a proposed Change Order, and Supplier shall

respond to such comments, if any. The Change Order ultimately entered into by SOV and

Supplier shall contain only the final promises, representations and warranties, which have been
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mutually agreed upon by SOV and Supplier, subsequent to any initial information, commentary,

modifications, etc., which may have been exchanged during discussions and contained in drafts

of the proposed Change Order.

3.3 Without an explicit request for additional time from SOV, if no modifications are made to

the proposed Change Order or if modifications are accepted and approved by SOV, it will

become effective and constitute an amendment to the Statement of Work(s) involved and

referenced therein, only when approved, accepted and duly executed by authorized officers of

SOV and Supplier. SOV’s failure to approve or reject and/or to execute any Change Order in

writing, shall be deemed a rejection of Change Order, without liability or obligation of any kind,

and no Change Order shall be implemented, deemed effective or applicable to any Statement of

Work or any Services hereunder unless and until duly executed by authorized officers of SOV

and Supplier.

3.4 Supplier shall specifically include, in each proposed Change Order, a description of the

impact that it reasonably believes any modification contained in the Change Order will have on

the Services.

4. Cancellation, Suspension and Delay of Change Orders

4.1 SOV may, upon written notice to Supplier given at any time or times after a Services

Change Order has been executed by SOV and Supplier, cancel, suspend or delay the

implementation, effect or continuation of any change to Services or any Services Change Order,

in whole or in part if, in SOV’s sole judgment and discretion and for any reason, SOV’s business

needs so require; provided, however, that the Change Order may contain a term during which

the changes described therein shall be effective without such right to terminate for convenience,

and in such event, the terms of the Change Order shall control. In the event of a cancellation,

suspension or delay as permitted hereunder, Supplier shall only be entitled to charge SOV for

any actual Services thereunder previously rendered and/or any actual, unavoidable,

incremental, Out-of-Pocket Expenses paid by Supplier (without mark-up of any kind) in

implementing such Change Order up to the date SOV cancelled, suspended or delayed such

Change Order, not to exceed the total amount authorized under the Change Order.

4.2 With respect to any Change Order which has been suspended or delayed by SOV as

permitted hereunder, SOV may, by written notice to Supplier at any time or times: (i) require the

resumption and continuation of such Change Order; and/or (ii) may request modifications to all

or any portion of the Change Order which, if SOV and Supplier, agree in writing, shall constitute

an amendment and be incorporated into the Change Order for all purposes thereafter to enable

such Services Change Order to resume or be continued; or (iii) permanently and completely

cancel such Change Order, in which event such Change Order shall be deemed terminated and

of no force and effect whatsoever, without further obligation or liability of any kind with respect

thereto.

5. Independent Review of Change Orders
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Supplier acknowledges and agrees that any Change Order is subject to the review of SOV’s

independent verification and validation vendor and that any Change Order will be amended to

address the issues identified in the review.
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Attachment H1

Form of Change Order

STATEMENT OF WORK NUMBER: __________________

CHANGE ORDER NUMBER: _______________________

CHANGE ORDER EFFECTIVE DATE: ________________

PART 1- KEY CONTACT INFORMATION

1. SOV Statement of Work Manager Contact Information:

Name:

Address:

Telephone:

Fax:

Email:

2. Supplier Statement of Work Manager Contact Information:

Name:

Address:

Telephone:

Fax:

Email:

3. Description of Requested Change to Services:

4. Description of Proposed Change:

5. Impact of Proposed Change:

6. Documentation:

7. Implementation Plan:

8. Milestone Schedule:

9. Resource Requirements:

10. Acceptance Test:

11. Additional Information:
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12. Charges:

a. Increase/Decrease:

b. New:

13. Additional Information, Terms and Conditions applicable to this Services Change

Order:

IN WITNESS WHEREOF SOV and Supplier have executed this Change Order to the

Statement of Work identified above as of the Change Order Effective Date.

State of Vermont

By:________________________

Name: _____________________

Type or Print

Title: _____________________

[SUPPLIER]

By:________________________

Name: _____________________

Type or Print

Title: _____________________

7870315v.3
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EXHIBIT I – HOSTING SERVICES

The terms and conditions of this Exhibit I apply to all Services provided by CGI to SOV in which

CGI will be hosting any information or technology systems on behalf of SOV (“Hosting

Services”) and are in addition to and without limitation of CGI’s obligations in the MSA, including

without limitation any other of the Exhibits thereto. For avoidance of doubt, where a higher

standard applies to the Services in the MSA, such higher standard shall control.

General

CGI shall provide to the SOV the Hosting Services, including the Health Benefits Exchange

application (“the Exchange”), 24 hours per day, 7 days per week throughout the Term in

accordance with standards and requirements set forth herein and subject to the Service Level

Exhibit.

1.1.1. Disaster Recovery and Business Continuity Plans

CGI represents to the SOV that it has and covenants that it shall maintain throughout the Term

a: (i) disaster recovery plan and the necessary resources and capabilities covering the data

center facilities used by CGI to fully perform the Services under this MSA, such that CGI’s

performance under this MSA would not be adversely affected if CGI’s data center facilities were

rendered inoperable or inaccessible (“DR Plan”); and (ii) business continuation plan and the

necessary resources and capabilities required to fully perform the Services under this MSA,

such that CGI’s performance under this MSA would not be adversely affected if CGI’s facilities

where the Services are performed became inoperable or inaccessible (“BC Plan”). The DR Plan

and the BC Plan, or reasonable summaries thereof to enable the SOV to verify the sufficiency of

each such Plan, will be made available to the SOV for review upon the SOV’s request. At least

annually or more frequently as may be conducted, CGI shall provide to the SOV a copy of: (i) to

the extent they perform such review, CGI’s auditors’ report, or portions thereof applicable to the

SOV’s business; and (ii) any other review conducted by a third party, including, without

limitation, regulatory agencies, public or private certification entities such as the International

Standards Organization, but excluding such reviews conducted by other customers of CGI. The

SOV acknowledges that such reports provided by CGI under this Section shall be considered

CGI confidential information, subject to Section 21 of the MSA.

1.1.2. Procurement of Hardware and Other Items

CGI shall be responsible, for procuring and maintaining the computer hardware, systems

software and other third party software, data feeds, telecommunications, networks, peripherals

and other items and services (collectively referred to as “Third Party Products”), which comprise

the specified configuration (“Specified Configuration”) required at the hosting site, and for

updating the Specified Configuration in accordance with CGI’s published updates.

1.1.3. Operations Monitoring

All systems monitoring functions will be the responsibility of CGI. CGI will develop and maintain

current documentation on all operations procedures and services. Monitoring functions to be
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performed include:

1. Monitor systems for alerts, alarms, and events, including all alerts, alarms, and events that

are handled through all of the in-scope monitoring tools. Alarms and alerts may be added or

removed by the SOV at any time, as they are needed, following standard change request

procedures.

2. Respond to alerts per standard trouble shooting and resolution procedures and escalate

where required to the appropriate support group to ensure expeditious problem resolution.

3. Manage service interruption notification processes. Ensure the appropriate levels of

leadership and technical personnel are aware at all times of problems that are impacting system

availability.

4. Provide an operations interface into change management functions to ensure that proper

operations and validation procedures are in place to implement scheduled changes.

5. Manage and maintain ownership of all server-related problems, including break fix activities

such as CGI management, CGI escalation and coordination of technical operations support

groups to expedite problem resolution and recovery activities.

6. Monitor interface architecture error logs for situations where alerts and events are not

captured by automated tools due to inconsistencies in message formats.

7. Maintain operations documentation in all critical areas. This documentation will include

checklists for critical functions such as server reboots and monitoring the successful completion

of server backups (checking for tape errors and restarting backups as needed). Documentation

will be kept current and will reflect changes as a result of new business and technical

requirements.

8. Publish Root Cause Analysis reports for Severity Level 1 and Severity Level 2 (as defined in

the Service Level Exhibit) incidents as requested by the SOV. Preliminary Root Cause

Analysis reports should be completed in accordance with the MSA after the incident has been

resolved with a final Root Cause Analysis report issued as soon as practicable but no later than

nine (9) business days after the report was requested. Where completion of the report requires

information outside of CGI’s responsibilities, CGI should provide status every 24 hours until the

report is completed.

1.1.4. Performance Monitoring

1. CGI will manage the performance of the environment. Managing performance shall include:

a. Continuous and precise monitoring.

b. Creation of historical monitoring logs.

c. Prompt cause-level issue resolution arising out of monitoring activities.
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d. Proactive efforts to continually enhance monitoring activities.

e. Tracking and publishing issue resolution response times.

f. Maintaining application and system operational performance metrics as listed the Service

Level Exhibit.

2. Such management of performance includes providing operating system/hardware and

application performance monitoring and prompt cause-level resolution of issues to ensure

performance standards are achieved as outlined in the Service Level Exhibit.

1.1.5. Error Handling / Metric scripts

CGI will monitor output error handling tools and codes as well as maintaining and monitoring of

metric scripts. Activities to be performed by CGI include:

1. Investigating error-handling problems at database and server levels.

2. Maintaining error codes and configuration data.

3. Investigating problems with metrics scripts and the batch schedule.

1.1.6. Provision and Installation of Updates

CGI will install updates to the software and/or operating system from time to time during the

term of this MSA and upon coordination with the SOV. All installed updates will be done within

the guidelines of the Exchange Change Management Procedures and in accordance with any

FDA validated procedures set forth by the SOV and solely for the SOV without modification to

CGI’s SSAE-16 audited processes. Notwithstanding this, in the event of an emergency that

either does or will immediately affect the Services, CGI may install a patch or an update without

advance notice to the SOV, and within the guidelines set forth in emergency change

management procedures.

1. Management. CGI shall install, operate and support the hosting environment, defined to

mean the Software, the server hardware, disk storage, data transfer rates, server operating

systems, databases, web server programs, and other components necessary to provide the

Services.

2. Backup Services. CGI will provide backups as detailed in copies of backup tapes (as

applicable) are stored both onsite and at an off-site storage facility.

3. Technical Support. CGI shall provide technical support to the SOV. Technical support

includes: (i) toll free telephone support, 24x7, (ii) at least named technical support contacts, (iii)

access to CGI’s Technical Support Center via fax, email, or toll free voice mail, (iv) 24 x 7

access to general online support (excluding system downtime for scheduled maintenance), the

web based support center providing various services and other information, and (v) 24 x 7

access to technical support, providing the SOV with direct access to the technical support

knowledge base.
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1.2. Data Center Operations

1.2.1. Backup and Recovery

CGI will provide recovery services for all system software, database and applications

components in accordance with the MSA. Backup and recovery processes will be tested

periodically to ensure integrity of the recovery process. CGI will work with business groups, the

SOV applications personnel and change management personnel to schedule backups and to

participate in recovery situations to minimize risk to the business continuity. These activities

include:

1. Scheduling and performing daily system backups per CGI-defined schedule as agreed by

SOV. This will include preparation for backups to ensure integrity of backup media and

monitoring of backups to ensure timely and accurate completion. Failed backups should be

escalated immediately.

2. Scheduling and performing complete/incremental backups. Complete backups should be

performed periodically to enable rollback in the case of a failure and in the event that rollback

segments get corrupted or other serious errors occur.

3. Scheduling and performing data and code tree “refreshes” via backups from production and

restores to the various environments. Running the associated environment “customization”

scripts to handle security and other differences per environment.

1.2.2. Removable Media Operations and Administration

As applicable to solutions which include utilization of tape back-ups, CGI will perform the

following:

1. CGI will be responsible for operating and supporting a media management system, media

library operations, and receiving media to and from off-site facilities, including:

a. Storing copies of tapes in off-site storage, including integrity checks and compliance with

customer and government regulations. Ensuring tape copies do not fall prey to obsolete media

by conducting periodic quality checks.

b. Retaining the most recent 4 weeks of tape copies on-site to reduce recovery time. Utilizing

cloning techniques such as database clustering and SAN replication where appropriate to

maintain dual or hot site environments to ensure a speedy recovery.

c. Coordinating off-site storage functions, including tape shipment and receiving. CGI will be

responsible for secure shipping of tapes to off-site storage facilities. The off-site storage

facilities should adhere to industry standards such as avoidance of floodplains and disaster

prone areas, distance requirements from CGI sites and turnaround requirements to CGI sites,

firewall protection, threat detection, and other environmental considerations.

d. Monitoring media hardware for malfunctions to ensuring the integrity of tape copies and tape

storage.
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e. Monitoring to ensure successful completion of backups and performing additional backups as

necessary.

1.2.3. Operating System Administration

1. CGI will provide technical support and systems administration for server environment,

including installation and upgrades, disk partitioning, file system layouts, parameter settings and

interfacing with DBAs and operation support areas to deliver services.

2. Providing Windows, Linux, and Unix system administration support as required.

3. Installing and maintaining system management tools and 3rd party tools.

4. Installing operating system upgrades annually and patches as necessary to support new

application functions or to address bugs.

5. Performing required stops and starts of servers. Monitoring system for unusual messages

during start-up, system operations, and shutdown; escalating as necessary.

6. Performing workload balancing across the environment’s server and disk farms to optimize

throughput. Continuously monitoring server environments for highly utilized disk and growth

across file systems.

7. Managing storage performance and ensuring contention is minimized at the disk and

controller levels. Making recommendations to the SOV on file and tablespace placement and

disk partitioning and striping to improve performance.

8. Tracking and applying operating system patches with the SOV’s approval. SOV requires that

all patches are tested in a test environment prior their release into production.

1.2.4. Hardware Maintenance

CGI will provide hardware support for all equipment defined in the asset management system

data base.

1. Providing hardware break-fix support including problem diagnosis, CGI management,

problem resolution, and support of backup and recovery activities, including database restores.

2. Meeting uptime requirements defined in the Service Level Exhibit.

3. Managing and upgrading spare parts as needed by CGI to meet the Service Level MSA.

4. Continual monitoring of hardware failures including, but not limited to, memory, CPU, disk,

and controllers, and promptly escalating to the SOV while executing recovery procedures as

necessary.

1.2.5. Performance and Capacity Tuning

CGI will provide performance and capacity planning for server environment. CGI will maintain

constant surveillance of system performance and provide immediate response to problems with
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constant support through resolution. CGI will provide regular monitoring and reporting of

system performance, utilization and efficiency. CGI will provide technical advice and support to

the applications maintenance and development staffs, as may be required. CGI will perform the

following:

1. Providing parameter tuning and maintenance for work processes, application buffers, and

application tables. Monitoring system logs, workload balancing, operating system components,

database elements and network components.

2. Performing workload balancing to optimize performance. Periodically testing failover

capabilities to ensure effectiveness of high-availability cluster functions.

3. Providing storage performance and tuning according to the SOV standards.

4. Providing support for database performance and tuning according to the SOV standards.

5. Providing Operating System performance and tuning, optimizing memory utilization, swap

usage, disk performance and batch throughput.

6. Making recommendations for Linux kernel parameter changes and other operating system

components that may result in incremental performance improvements.

7. Making recommendations on file and tablespace placement, disk partitioning and striping to

improve performance.

8. Supporting high-availability cluster configurations (according to the SOV standards) and

evaluating server consolidation and configuration options to reduce costs and improve

efficiencies.

9. Managing all environment servers regarding usage and trends, with particular emphasis on

CPU, swap, memory and disk utilization.

1.2.6. Network Engineering

CGI will provide all network engineering functions for CGI data center and disaster recovery

(DR) site(s) LANs. Network engineering functions will include the initial design, documentation,

monitoring and tuning of the network for efficiency, performance and cost-effectiveness. CGI

will also perform functions that include:

1. CGI will assume billing and cost management responsibilities for establishing and maintaining

this connectivity.

2. Software Support: CGI shall be responsible for the following activities:

a. Interfacing with third parties to ensure compatibility of connectivity products.

b. Complying with test plans and conform to all existing change management policies and

procedures.
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1.2.7. Network Security and Administration

The SOV will administer the appropriate approvals of all data access and system requests. CGI

will perform all network modifications within the scope of the data center(s) required to maintain

compliance with regulatory changes in all jurisdictions, in which CGI provides services to the

SOV. As part of the fee structure, CGI will work with the SOV and its carrier providers to

determine the impact of such changes identified by CGI, the carriers, or the SOV for network

maintenance and modifications. Such required modifications to the network will be made

through the Change Control Procedures. CGI will perform the following activities:

1. Coordinating with the SOV in order to communicate any changes todata center network

hardware so that impact to users is minimized.

2. Ensuring such changes will result in updates to existing equipment or service inventories.

3. Coordinating with the SOV to determine any CGI router firmware upgrades or installations are

necessary so that impact to users is minimal.

4. Being responsible for upgrading or installing network equipment at CGI location.

5. Coordinating and being responsible for all activities involved in the design and

implementation of communications systems whenever CGI office space is moved, added, or

remodeled.

1.2.8. Network Hardware Support

CGI will be responsible for all hardware employed for connectivity and network services

between CGI’s router(s) and the SOV’s servers that are located in CGI data centers. CGI will

interface with other the SOV suppliers to insure the compatibility and reliability of connectivity

products. CGI will be responsible for preventive maintenance and will supply a test plan and

conform to all existing change management policies and procedures before implementation

including a complete fallback scenario.

1.2.9. Data Center Facilities

Working with the SOV, CGI will deploy physical access strategies for equipment at the CGI data

centers. CGI will assure procedures are developed with adequate controls, audit trails and will

respond to security violations. CGI will provide guidance and coordination for all platforms

activities during equipment installations, routine maintenance, problem and crisis management.

CGI will manage and maintain the building and property electrical systems, heating, ventilation,

and air conditioning (HVAC) systems, physical security services, fire prevention system (FM200

or similar fire suppression system), water detection alarms and general custodial/landscape

services. This includes monitoring and maintenance of the Un-interruptible Power Supply (UPS)

system, air handlers and water chillers that are primary support for the computer room. Other

services included in facilities management include:

1. Providing secure facilities - controlled access to the Exchange hardware and data. Facilities

should include secured card access to critical areas, physical security guards, strategic

placement of monitors for surveillance.
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2. Providing power conditioning to ensure that spikes from primary or secondary power sources

do not impact the server environment, monitoring capabilities, nor the ability of key personnel to

gain access to operations areas.

3. CGI’s production data centers shall have UPS and sufficient generator capacity in the event

of a catastrophic power at the production data center.

4. Providing temperature controlled environment that conforms to server and peripheral

equipment specifications for equipment provided by CGI.

5. Providing off-site disaster recovery data storage meeting retention, security, fire protection,

and recovery guidelines of the Exchange (refer to disaster recovery section for additional

information on disaster recovery requirements).

6. Testing environmental/regulatory control plans periodically to ensure that devices and

equipment are functional such as water supply systems, fire extinguishers, alarm systems, etc.

7. Supplying water detection alarms (under raised floor) and providing fire detection and

prevention systems (FM200 or similar fire suppression system).

1.3. Maintenance and Support

1.3.1. Service Center - Help Desk

CGI’s help desk will be the primary point of contact for all Service-related calls. CGI will be

responsible for problem call logging, tracking, resolution, escalation, review, root cause

analysis, trending, and reporting of problems that are considered in-scope. In addition to

reporting on historical trends, CGI will provide reporting which will indicate where a problem is

anticipated or where end-user training is required based upon historical analysis. In addition

CGI will be responsible for the following:

1. Providing 24x7 single point of contact for technical support.

2. Helping the SOV to manage user expectations regarding time required to resolve problems.

3. Logging tickets under appropriate categories for resolution.

4. Notifying assigned group in the timeframes defined in the Exchange’s predefined escalation

procedures.

5. Coordinating support for resolution across groups to expedite the problem resolution process

and ensuring ownership of the process.

6. Providing resolution support.

7. Tracking resolution progress.

8. Providing ongoing status of resolution activities. Escalating tickets that are exceeding
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specified thresholds.

9. Obtaining end-user verification of problem resolution.

10. Closing tickets after gaining customer/user approval. Adhering to procedures for closing

tickets.

11. Analyzing incident trends to determine root cause of problems.

12. Providing technical support for applications functions as appropriate.

13. Performing and closing out service requests as appropriate.

14. Utilizing the SOV-approved metrics reports to provide summarized monthly reports on

service level metrics.

1.3.2. Problem Management

CGI will provide technical operations support for problem escalation and problem management.

The problem management process, for the agreed system components, including third party

connectivity, will be flexible and will facilitate a high degree of coordination and communication

across groups and locations. Clear problem ownership will be maintained throughout the

resolution process, with regular and timely progress updates communicated to the SOV in an

effective manner consistent with jointly defined escalation procedures.

CGI will employ acceptable procedures for problem escalation according to agreed severity

guidelines, and will implement measures to avoid recurrence of problems. CGI will identify

problem trends and produce exception reporting for the agreed system components. CGI will

carry out root cause analyses and reviews of high impact problems, identifying preventative

measures, assessing risk and bringing problems to closure. CGI will also be responsible for the

following:

1. Problem call logging, tracking, resolution, escalation, review, root causeanalysis, trending,

and reporting for all areas within CGI’s scope of responsibility.

2. Managing and continuously improving the problem management processes so that

preventative measures are implemented to reduce problems and impact to end- users.

3. Providing problem management reporting for in-scope services including measurements

against service level requirements.

4. Developing and continuously improving escalation procedures in accordance with the SOV

standards, resulting in improved problem resolution timeframes and less impact to the business.

5. Determining problem resolution or work-around solutions to minimize impact to users while

permanent corrective action is applied.

6. Testing problem resolution to verify effectiveness of solution and to prevent reoccurring
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problems.

7. Implementing problem resolution via change management in accordance with documented

service levels to minimize potential disruption to the business.

8. Coordinating and declaring “crisis” calls according to documented crisis management

procedures. Coordinating cross-team support groups and managing resolution of crisis

situations. Performing root cause analysis when crisis calls are resolved. Continuously

improving crisis management procedures. As part of CGI’s ongoing quality improvement

processes, CGI will review problems regularly and take preventive measures to avoid

recurrence. CGI will work with the SOV to review the problem and conduct root cause analysis

prioritized on input from the SOV. CGI will identify preventive measures, assess risk, and

implement preventive solutions.

1.3.3. Hosting and Related Support

CGI’s infrastructure includes:

 Redundant servers.

 Carrier neutral Internet access - Fully redundant Internet connections with flexible bandwidth

provisioning.

 Fully redundant network fabric. Clustered firewalls for fail-over support.

 Fully redundant, independent power feeds to provide high availability power to all

equipment.

 24x7 Physical security and monitoring, Access control desk, card reader accesses, video

surveillance.

 Redundant environmental control systems. Redundant LAN fabric.

 LAN segmentation for security and isolation.

 24x7 system monitoring with automated paging alerts.

 Tape backup library with daily backups and off-site storage.

 High Availability, RAID disk arrays with redundant controllers and hot standby disks. VPN

access for remote maintenance and troubleshooting.

 24x7 on-site support, on-call by hardware and network providers. User access via HTTPS

(HTML with 128-bit encryption)
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Supplier Contingency Plans

Supplier will maintain Contingency Plans for all Supplier Facilities that provide the following,

subject to the provisions of each applicable Statement of Work:

1. Backup Supplier Facilities to take over in the event of a disaster impacting the original Supplier

Facilities.

2. Cross-training of personnel to perform backup responsibilities to ensure continuity of operations

and Services.

3. Backup computing facilities, telecommunications services, applications, databases, data and

other items to recover fully functioning systems within 4 hours after a disaster, with not more

than 30 minutes of data lost.

4. Comprehensive notification plans.

5. A reliable plan to restore normal operations within a reasonable time to the same or

replacement permanent location(s).

6. Testing at least annually of all features to ensure each plan can be implemented properly in a

disaster.

7. Regular review and improvement.



STATE OF VERMONT CONFIDENTIAL AND PROPRIETARY
MASTER SERVICES AGREEMENT

EXHIBIT K FINAL

1

EXHIBIT K

Form of Business Associate Agreement

This Business Associate Agreement (“Agreement”) is effective as of the Effective Date specified
below by and between ___________________ (“Business Associate”) and the State of Vermont
on behalf of itself and its agencies (the “State”) for which Business Associate provides services
pursuant to a Master Services Agreement entered in by and between the State and Business
Associate dated as of ____________ (the ”MSA”).

The State and Business Associate mutually agree to the terms of this Agreement in order to
comply with the HIPAA Rules, as defined below.

This Agreement is effective as of ___________ or the effective date of the MSA, if earlier (the
“Effective Date”).

1. Definitions

(a) “Breach” shall have the same meaning as the term “Breach” in 45 CFR 164.402.

(b) “HIPAA Rules” shall mean collectively, the Administrative Simplification provisions of the
Health Insurance Portability and Accountability Act of 1996, Public Law 104-191 (“HIPAA”), the
Health Information Technology for Economic and Clinical Health Act, as incorporated in the
American Recovery and Reinvestment Act of 2009, PL 111–5 (the "HITECH Act"), any
regulations and guidance issued pursuant to HIPAA and/or the HITECH Act and any applicable
state privacy and security laws.

(c) “Individual” shall have the same meaning as the term “individual” in 45 CFR §160.103 and
shall include a person who qualifies as a personal representative in accordance with 45 CFR
§164.502(g) or other applicable federal or state law.

(d) “Protected Health Information” or “PHI” shall have the same meaning as such term as
defined in 45 CFR 160.103, but limited to information created, accessed or received on behalf of
State.

(e) “Satisfactory Background Screening” shall mean, collectively (1) national federal criminal
database check; (2) seven-year county of residence criminal conviction search; and (3) in each
of (1) and (2) above, containing no felony or misdemeanor conviction that related to fraud or
theft (including but not limited to, shoplifting, larceny, embezzlement, forgery, credit card fraud,
or check fraud), the disposition of which is within seven years, as allowed by law.

(f) “Secure” shall mean to render unusable, unreadable or indecipherable to unauthorized
individuals through the use of a technology or methodology specified by the Secretary in the
guidance issued under section 13402(h)(2) of the HITECH Act.

(g) “Successful Security Incident” shall mean any Security Incident (as defined in 45 CFR
164.304) that results in the unauthorized use, access, disclosure, modification or destruction of
electronic Protected Health Information.

All capitalized terms used in this Agreement and not defined elsewhere herein or in the MSA
shall have the same meaning as those terms as used or defined in the HIPAA Rules.

2. Obligations of Business Associate with respect to Use and Disclosure of
Protected Health Information
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(a) Business Associate agrees to satisfy and comply with the HIPAA Rules concerning the
confidentiality, privacy, and security of Protected Health Information that apply to business
associates.

(b) Business Associate shall not use or disclose Protected Health Information except as
permitted or required by section 4 of this Agreement or as Required by Law.

(c) Business Associate may use and disclose Protected Health Information only if such use
or disclosure is in compliance with the applicable requirement of 45 C.F.R. 164.504(e).

(d) Business Associate agrees to mitigate, at its sole expense, any harmful effect resulting
from a Security Incident involving PHI or any use or disclosure of PHI in violation of the
requirements of this Agreement, the HIPAA Rules, or other applicable law.

(e) Business Associate agrees to ensure that any agent, including without limitation a
subcontractor, to whom it provides Protected Health Information agrees in writing to the same
requirements that apply through this Agreement to Business Associate with respect to such
information. Business Associate shall be liable to the State for any acts, failures or omissions of
the agent or subcontractor in providing the services as if they were Business Associate’s own
acts, failures or omissions, to the extent permitted by law.

(f) Business Associate agrees that it shall request from the State and disclose to its
affiliates, subsidiaries, agents and subcontractors or other third parties, only a Limited Data Set
or, if that is not practicable, only the minimum necessary Protected Health Information to
perform or fulfill a specific function required or permitted hereunder.

(g) If Business Associate conducts, in whole or in part, any Transactions electronically on
behalf of the State, Business Associate shall comply with the applicable requirements of 45
C.F.R. 162 and shall require that any agents or subcontractors that perform, in whole or in part,
such Transactions on its behalf, agree in writing to comply with such requirements. Business
Associate will not enter into any trading partner agreement in connection with the conduct of
Standard Transactions on behalf of the State: (i) that changes the definition, data condition, or
use of a data element or segment in a Standard Transaction; (ii) adds any data element or
segment to the maximum defined data set; (iii) uses any code or data element that is marked
or “not used” in the Standard Transaction’s implementation specification or is not in the
Standard Transaction’s implementation specification or (iv) changes the meaning or intent of
the Standard Transaction’s implementation specification.

(h) Business Associate agrees to report any use or disclosure of Protected Health
Information not permitted by this Agreement and any Successful Security Incident (each an
“Incident”) to the State immediately, but in no event later than within two (2) business days, after
it is discovered (within the meaning of 45 CFR 164.410(a)(2)). Such report shall be made by
email to allan.ruggles.state.vt.us (or such other email address as provided to Business
Associate by State). Business Associate shall provide the information concerning the Incident
as required by 45 CFR 164.410(c), and other information reasonably required by the State to
determine whether a Breach has occurred, including Business Associate’s own risk assessment
to determine whether a Breach has occurred. If such information is not available to Business
Associate at the time the Incident is required to be reported to the State, Business Associate
shall provide such information to the State promptly as it becomes available. The State shall
have the sole discretion to determine whether a Breach has occurred and, if so, whether the
required notifications, including to media, as applicable, and the Secretary, as required under
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the HIPAA Rules, will be provided by the State or Business Associate. If the State determines
that notifications shall be made by Business Associate, Business Associate shall make such
notifications in the time and manner specified by the HIPAA Rules and shall obtain the State’s
prior approval of the contents and manner of all such notifications before they are provided.
The Business Associate shall maintain complete records regarding the Incident for the period
required by 45 CFR 164.530(j) or such longer period required by state law, and shall make such
records available to the State promptly upon request, but in no event later than within forty-eight
(48) hours. Business Associate shall be responsible for all costs incurred in connection with the
Incident, including but not limited to, any notifications and mitigation activities that the State
reasonably determines to be necessary or appropriate. Business Associate shall not be required
to report unsuccessful Security Incidents except upon the State’s request, in which case such
report may be in aggregate form and limited to non-trivial unsuccessful Security Incidents.

(i) Within 5 business days of receipt of a request from the State, Business Associate shall
provide to the State or, at its direction, to an Individual, Protected Health Information relating to
that individual held by Business Associate or its agents or subcontractors in a Designated
Record Set in accordance with 45 CFR §164.524. In the event any Individual requests access to
his or her Protected Health Information directly from Business Associate, Business Associate
shall, within 5 business days of receipt of such request, forward the request to the State unless
the Privacy Rule requires that Business Associate to receive and respond to such requests
directly, in which case Business Associate shall respond directly as required by and in
accordance with 45 CFR 164.524, and shall send a copy of such response to the State.

(j) Within 5 business days of receipt of a request from the State, Business Associate
agrees to make any requested amendment(s) to Protected Health Information held by it or any
agent or subcontractor in a Designated Record Set in accordance with 45 CFR § 164.526. In
the event any individual requests an amendment to his or her Protected Health Information
directly from Business Associate, Business Associate shall within 5 business days of receipt
thereof, forward such request to the State.

(k) Within 10 days after Business Associate, its agents or subcontractors makes any
disclosure of Protected Health Information for which an accounting may be required under 45
CFR §164.528, Business Associate agrees to provide in writing via email to
allan.ruggles@state.vt.us (or such other email address as provided to Business Associate by
the State), the information related to such disclosure as would be required to respond to a
request by an Individual for an accounting in accordance with 45 CFR §164.528. In the event
any Individual requests an accounting of his or her Protected Health Information directly from
Business Associate, Business Associate shall, within 5 business days of receipt of such
request, forward the request to the State unless the Privacy Rule requires or the State directs
that Business Associate to receive and respond to such requests directly, in which case
Business Associate shall respond directly as required by and in accordance with 45 CFR
164.528, and shall send a copy of such response to the State.

(l) Within 5 business days of receipt of a request from the State, Business Associate
agrees to comply with any request for confidential communication of, or restriction on the use or
disclosure of, Protected Health Information held by it or any agent or subcontractor as
requested by the State and in accordance with 45 CFR 164.522.

(m) Business Associate agrees to make its internal practices, books, and records relating to
the use and disclosure of Protected Health Information available to the Secretary of Health and
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Human Services or her/his designees or other government authorities in a time and manner
designated by the State or such governmental authorities, for purposes of determining
compliance with the HIPAA Rules. Business Associate shall provide a copy of such books and
records to the State at the same time as these are provided to the Secretary or other
government authority.

(n) Business Associate warrants and represents that Business Associate has obtained, at
Business Associate’s own expense and in a manner compliant with all applicable state, federal
and other applicable laws, a Satisfactory Background Screening for all of its Workforce
members with access to any Protected Health Information (“Business Associate Personnel”).
Business Associate agrees to update such background screening upon reasonable request by
the State, it being agreed that any request based upon the occurrence of any Incident or other
illegal activity involving Business Associate or Business Associate Personnel, or the reasonable
suspicion of illegal activity involving Protected Health Information, or any regulatory
requirements requiring such updates, would be deemed reasonable hereunder.

(o) Business Associate shall maintain documentation of its obligations hereunder to the
extent and for the period required by the HIPAA Rules, including 45 CFR 164.530(j).

(p) To the extent that Business Associate provides services in connection with a “covered
account” (as such term is defined in 16 CFR 681.1), it shall develop policies and procedures to
detect relevant “red flags” (as such term is defined in 16 CFR 681.1) that may arise in the
performance of Business Associate’s activities. Business Associate agrees to report any red
flags to State and to take appropriate steps to prevent or mitigate identity theft.

3. Security of Protected Health Information

(a) Business Associate agrees to implement appropriate administrative, physical, and
technical safeguards to prevent the unauthorized use and disclosure of Protected Health
Information, and to protect the confidentiality, integrity, and availability of Electronic Protected
Health Information, as required by the HIPAA Rules. Without limiting the foregoing, Business
Associate agrees to comply with the requirements of 45 CFR § 164.308, 164.310, 164.312, and
164.316, as may be amended and interpreted in guidance from time to time.

(b) Business Associate agrees, to the extent practicable, to Secure all Protected Health
Information at rest, in motion or in use. Without limiting the foregoing, Business Associate
agrees in all cases to Secure all electronic Protected Health Information in motion and all
electronic Protected Health Information placed or stored on portable devices, and to dispose of
all Protected Health Information in a Secure manner, including the permanent removal of all
Protected Health Information from Electronic Media and hard disks, whether on fax, copier,
computer, portable device or otherwise, before making such Electronic Media available for re-
use.

(c) Business Associate’s security safeguards for Protected Health Information must be
evaluated and certified by a person holding a Certified Information Systems Security
Professional (“CISSP”) certification as meeting health care industry security best practices.
Business Associate will perform periodic reviews of its security safeguards to ensure they are
appropriate and operating as intended. At a minimum, all safeguards will be assessed for
compliance and re-certified by a CISSP at least once a year.
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(d) Documentation of Business Associate’s security assessments, including testing and any
remediation efforts and CISSP safeguard certification, must be retained for a period of 6 years
following (i) termination hereof and (ii) destruction or return of Protected Health Information,
whichever is last to occur, or such longer period as required by applicable law.

(e) Business Associate agrees that neither it nor any of its Workforce members will place
Protected Health Information on portable computing/storage devices which are not owned by
Business Associate. Business Associate shall ensure that data files containing Protected Health
Information are not saved on public or private computers while accessing corporate e-mail
through the Internet.

(f) Business Associate shall train Workforce members on the responsibilities under this
Agreement, including the responsibilities to safeguard and, where appropriate or required,
Secure Protected Health Information, and consequences for failing to do so.

(g) As healthcare industry security best practices evolve to satisfy the HIPAA Rules and
other applicable security standards, Business Associate agrees to adjust its safeguards
accordingly so that they continue to reflect the then current industry best practices. To the
extent that Business Associate has access to any part of the State’s data systems, Contractor
shall comply with the State’s information security policies.

4. Permitted Uses and Disclosures of Protected Health Information.

(a) Business Associate agrees not to use or disclose Protected Health Information other than as
permitted or required by this Agreement or as Required by Law. Subject to those limitations set
forth in this Agreement and in the MSA, Business Associate may use and disclose Protected
Health Information as necessary in order to provide its services as described in the MSA.

(b) Subject to the limitations set forth in this Agreement and in the MSA, Business Associate
may use Protected Health Information if necessary for its proper management and
administration or to carry out its legal responsibilities. In addition, Business Associate may
disclose Protected Health Information as necessary for its proper management and
administration or to carry out its legal responsibilities provided that:

(i) any such disclosure is Required by Law; or

(ii) (1) Business Associate obtains reasonable assurances, in the form of a written agreement,
from the person to whom the Protected Health Information is disclosed that it will be held
confidentially and used or further disclosed only as Required By Law or for the purpose for
which it was disclosed to the person; and (2) the person agrees to immediately notify Business
Associate (which shall immediately notify State in accordance with Section 2 above) of any
instances of which it is aware in which the confidentiality of the Protected Health Information has
been breached.

(c) Business Associate may not de-identify Protected Health Information except as necessary to
provide its services as described in the MSA. Business Associate is prohibited from using or
disclosing such de-identified information for its own purpose without the explicit written
permission of State.
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5. Term and Termination.

(a) The term of this Agreement shall continue for so long as the MSA remains in effect, except
that (i) Section 5(c) shall survive after the termination of the MSA for as long as Business
Associate retains any Protected Health Information; and (ii) any provision that by its nature
survives termination shall so survive including, by way of example and not by way of limitation,
Sections 2(d), 2(e), 2(n), 5(c), 6 and 7(e).

(b) Upon State ’s determination that Business Associate has violated or breached a material
term of this Agreement, State shall either: (1) provide an opportunity for Business Associate to
cure the breach or end the violation, and terminate this Agreement and the MSA if Business
Associate does not cure the breach or end the violation within the time specified by the State; or
(2) immediately terminate this Agreement and the MSA if it determines that Business Associate
has breached a material term of this Agreement and cure is not possible; or (3) if it determines
that neither termination nor cure is feasible, report the violation to the Secretary if required by
the HIPAA Rules.

(c) Effect of Termination. (1) Except as provided in paragraph (2) of this Section 5(c), upon
termination of the MSA for any reason, Business Associate shall, at the election of the State,
return to the State or destroy all Protected Health Information in its possession or that of its
subcontractors or agents. Business Associate and its agents and subcontractors shall retain no
copies of the Protected Health Information.

(2) In the event that returning or destroying the Protected Health Information is infeasible,
Business Associate shall provide to the State written notification within 10 days after termination
of the MSA of the conditions that make return or destruction infeasible. Upon agreement by the
State that return or destruction of the Protected Health Information is infeasible, Business
Associate shall extend the protections of this Agreement to such Protected Health Information,
and limit further uses and disclosures of it to those purposes that make the return or destruction
infeasible, for so long as Business Associate or its agents or subcontractors hold such
Protected Health Information.

6. Indemnification and Damages.

Business Associate will indemnify and hold harmless the State and any of its officers, directors,
employees, or agents from and against any claim, cause of action, liability, damage, cost or
expense, including reasonable attorneys’ fees and court or proceeding costs, arising out of or in
connection with any breach of the terms of this Agreement, any Incident involving Protected
Health Information under the control of Business Associate or its agents or subcontractors, or
any failure to perform its obligations with respect to Protected Health Information by Business
Associate, it officers, employees, agents or any person or entity under Business Associate's
direction or control.

(a) In the event an Incident involving Protected Health Information under the control of
Business Associate or its agents or subcontractors, Business Associate agrees to perform any
reasonable mitigation or remediation services requested by the State, and Business Associate
agrees to be responsible for the following costs and expenses: (i) reasonable cost of providing
required notice to individuals affected by the Incident; (ii) reasonable cost of providing required
notice to government agencies, credit bureaus, and/or other required entities; (iii) cost of
providing individuals affected by the Incident with credit protection services designed to prevent
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fraud associated with identity theft crimes for a specific period not to exceed twelve (12) months,
except to the extent applicable law specifies a longer period for such credit protection services,
in which case such longer period shall then apply; (iv) cost of providing reasonable call center
support for affected individuals for a specific period not less than ninety (90) days, except to the
extent applicable law specifies a longer period of time for such call center support, in which case
such longer period shall then apply; (v) reasonable fees associated with computer forensics
work required for investigation activities related or relevant to the Incident; (vi) non-appealable
fines or penalties assessed by governments or regulators; (vii) reasonable costs or fees
associated with any obligations imposed by applicable law, including HIPAA, in addition to the
costs and fees defined herein; and (viii) any other costs and expenses the State reasonably
determines to be necessary to respond to and/or mitigate the Incident.

7. Miscellaneous

(a) Business Associate agrees to take such action as the State deems necessary to amend
this Agreement from time to time to comply with the requirements of any HIPAA Rules. If
Business Associate disagrees with any such amendment proposed by the State, it shall so
notify the State in writing no later than 15 days after receipt of the State's notice of the
amendment. If the parties are unable to agree on an amendment, the State may, at its option,
terminate the MSA.

(b) A reference in this Agreement to a section in the HIPAA Rules means the section as in
effect or as amended, and as of its effective date.

(c) Any ambiguity in this Agreement shall be resolved to permit compliance with the HIPAA
Rules.

(d) The terms and conditions of this Agreement shall override and control any conflicting term
or condition of the MSA. All non-conflicting terms and conditions of the MSA remain in full force
and effect.

(e) The parties agree that the remedies at law for a violation of the terms of this Agreement
may be inadequate and that monetary damages resulting from such violation may not be readily
measured. Accordingly, in the event of a violation by either party of the terms of this Agreement,
the other party shall be entitled to immediate injunctive relief. Nothing herein shall prohibit either
party from pursuing any other remedies that may be available to either of them for such
violation.

(f) Business Associate represents that neither it nor its agents or subcontractors will transfer,
access or otherwise handle Protected Health Information outside the United States. Business
Associate agrees, and shall require that its agents and contractors agree, to be subject to the
laws of the United States, including the jurisdiction of the Secretary and the courts of the United
States. Business Associate further agrees that all actions or proceedings arising in connection
with this Agreement shall be tried and litigated exclusively in the State as set forth in the MSA,
and Business Associate waives any available jurisdictional defenses as they pertain to the
parties’ obligations under this Agreement or applicable law.

(g) During normal business hours, and with reasonable prior notice, the State or its authorized
representatives may audit, monitor and inspect Business Associate’s and its subcontractors’
facilities and equipment and any documents, information or materials in Business Associate’s or
its subcontractors’ possession, custody or control; interview Business Associate’s employees,
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agents, consultants and subcontractors; and inspect any logs or documentation maintained by
Business Associate to the extent relating in any way to Business Associate’s obligations under
this Agreement. An inspection performed pursuant to this Agreement shall not unreasonably
interfere with the normal conduct of Business Associate’s business. No such inspection by the
State as set forth herein shall relieve Business Associate of any of its obligations under this
Agreement.

(h) Any Protected Health Information provided by the State, its employees, agents,
consultants, Subcontractors or business associates to Business Associate, or created, obtained,
procured, used or accessed by Business Associate in the State’s name or on the State’s behalf,
shall, as between the parties to this Agreement, at all times be and remain the sole property of
the State, and Business Associate shall not have or obtain any rights therein except as stated
herein.

(i) Relationship of Parties. Nothing in this Agreement shall be construed to create (i) a
partnership, joint venture or other joint business relationship between the parties or any of their
affiliates, or (ii) an agency relationship for purposes of the HITECH Act.

SIGNATURE PAGE FOLLOWS
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IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed
by their respective duly authorized officers or agents as of the Effective Date.

BUSINESS ASSOCIATE STATE OF VERMONT

Signature ___________________________ Signature __________________________

Typed Name ________________________ Type Name _________________________

Title _______________________________ Title _______________________________

Date ______________________________ Date ______________________________
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1 Executive Summary

CGI’s Cost Proposal to the Hawaii Health Connector was used as the basis for the State of Vermont
Health Benefit Exchange cost workbook. The following is a high-level comparison of the two sets of
cost schedules.

Description of Deliverable Vermont Hawaii
Project Planning &
Administration Deliverables

$2,460,650.00 $2,801,683.70

Design, Development &
Implementation Deliverables

$14,227,105.00 $14,250,913.67

Full Implementation of
Exchange Solution (with
Premium Processing for
SHOP)

$19,691,735.00 $21,801,580.81

Total Detailed Deliverable
Cost Schedules

$36,379,490,00 $38,854,178.18

Ongoing Operation Costs –
Base Years

$5,762,107.00 $14,441,125,64

Ongoing Operation Costs –
Optional Years

$9,226,010.00 $9,565,674.50

Rate Card – Evaluation only
amount from HI HIX RFP

$328,750.00 $275,392.56

Mandatory Optional Costs $0.00 $8,343,133.00
Grand

Total
$51,696,357.00 $71,479,503.88

Some of the more significant areas of cost differences between the Vermont and Hawaii cost
proposals include:

 Salary Adjustments to reflect competitive nature of market for qualified project team
members.

 Hosting Disaster Recover SLAs increased

 Software License Savings through the removal of Oracle and Healthation licenses.

 Software Maintenance Savings

 Exeter IP & Services
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 Reduced Contract Term

1.1 Cost Proposal

CGI has carefully constructed a cost effective proposal to design, develop, implement and
operate a Health Insurance Exchange system (the “Exchange”) to facilitate access to affordable
health insurance coverage for all citizens of the State of Vermont in compliance with your RFP
requirements.

This section of our proposal includes the costs to implement our solution in compliance of the
federal Exchange deadlines, including the October 1, 2013 date for open enrollment and the
January 1, 2014 date for full Exchange operations. Our cost proposal is based on the assumption
of a base two-year contract plus two one-year options and includes the firm-fixed price one-time
fees for the design, development and implementation of the Exchange solution, ongoing fees for
fifteen months of mandatory Maintenance and Operations (M&O) and two years of optional
M&O.
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1.2 CGI’s Overall Cost Summary

Table 1 summarizes the pricing of our total solution. The values shown in these tables exclude
the valuation of the rate card, which is being used for evaluation purposes only.

Table 1: Mandatory Solution Components

Solution Components Proposed Price

FFP for Design, Development and Implementation of our Exchange
Solution

$36,379,490

Maintenance and Operations (total for base contract term + 2 one-
year options)

$14,988,117

Total Product Price Mandatory Components $0.00

Grand Total Price Mandatory Components $51,367,607

The following subsections of our proposal describe the cost elements of our proposed solution.
The completed tables can be found in the following sections.
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1.3 Table 5.2.2 Detailed Deliverable Cost Schedules

This cost schedule provides the firm fixed price for the development, certification and
deployment of our Exchange solution. The amounts presented in this section include all
services, travel, software, overhead and other costs required for CGI’s scope as presented in our
proposal.

The values presented in this schedule align with the actual timing of CGI’s costs, based on the
level of effort associated with each underlying deliverable and the timing of 3rd party software
components required over the course of delivery. CGI understands that the basis for the Payment
Schedule will be the Payment Deliverables that make up each broad category presented in this
table. The discrete Payment Deliverables will be defined during the first 30-days of the project.

Worksheet Notes:

 Contract Start date is assumed to be 12/17/2012. A later start may affect price due to the
fixed federally mandated key dates for open enrollment and full Exchange operations.

 CGI’s proposed price includes an extract to CMS for Risk Management Corridor
Adjustment processes, but the data collection requirements and analysis remain undefined
and are not included in our proposed price
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1.4 Table 5.2.3 Ongoing Operations Costs – Base Years

This schedule provides the ongoing Maintenance and Operations costs of our Exchange solution
during the two year base contract. The fees include coverage of operations, software
maintenance, fulfillment costs and hosting.

Worksheet Notes:

 M&O commences upon the 10/1/2013 go-live date of the Exchange.
 The first year of mandatory M&O runs from 10/1/2013 through 9/30/14.
 To align with the two-year base contact period, the 2nd year of mandatory M&O is only a

partial year, running from 10/1/2014 through 12/31/14 and has been priced accordingly.
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1.5 Table 5.2.4 Ongoing Operations Costs – Optional
Years

This schedule provides pricing for the ongoing Maintenance and Operations of our Exchange
solution during the two optional years. The fees include coverage of operations, software
maintenance, fulfillment costs and hosting.

Worksheet Notes:

 The first optional year of M&O runs from 1/1/2015 through 12/31/2015
 The second optional year of M&O runs from 1/1/2016 through 12/31/2016.
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1.6 Table 5.2.5 Hourly Rate Schedule for Change Orders

This schedule includes hourly rates for potential Change Orders. The rates in this schedule are
for enhancements or other Change Orders in excess of the 2,000 hours already covered in the
ongoing M&O fees on Tables 5.2.3 and 5.2.4.

CGI understands that there is no commitment from the SOV to purchase Change Orders.

Worksheet Notes:

 The total value from Table 5.2.5 was included in the Hawaii HIX total evaluated cost
amount. The proposed hourly rates were each multiplied by 100 hours in order to provide
a meaningful difference between the rates proposed by multiple vendors. This evaluation-
only amount does not reflect committed scope that will be delivered by CGI.

 We have provided staff classifications for the major position types we would expect to be
delivering incremental Change Orders.

1.7 Table 5.2.6 Summary Schedule of Project Costs

This schedule brings forward the totals from schedules 5.2.2 through 5.2.5.

Worksheet Notes:

 This schedule includes the two optional years of M&O fees in addition to the mandatory
costs for the base contract term.

1.8 Tables 5.2.7 through 5.2.8.9

These schedules are not applicable to our Cost Proposal. CGI does not have any “Other
Associated Costs” and Vermont has requested that we do not provide pricing for the Mandatory
Options that were included in our Hawaii HIX proposal.
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Statement of Work No. 1 
 

This Statement of Work Number 1 (“Statement of Work” or “SOW”) is issued pursuant to the 
Master Services Agreement dated as of _____________________ (the “MSA”) between State 
of Vermont (“SOV”) and CGI Technologies and Solutions Inc. (“Supplier”).  This Statement of 
Work incorporates the terms and conditions of the MSA as if the MSA were fully set forth in the 
text of this Statement of Work.  Capitalized terms not defined in this Statement of Work are 
defined in the MSA.   

1. EFFECTIVE DATE AND TERM OF THIS STATEMENT OF WORK. 
This Statement of Work is effective as of December 17, 2012 (“Statement of Work 
Effective Date”) and shall continue through December 31, 2014, which shall constitute 
the “Statement of Work Term”.  The Statement of Work Term may be extended for up 
to two (2) one-year periods, at the option of SOV. 

2. SERVICES TO BE PERFORMED AND SCHEDULE OF PERFORMANCE. 
A. Scope of Services 

The Supplier will provide (i) IT Services based on the Requirement Traceability 
Matrix (“RTM”) attached here as Schedule A to SOW and incorporated herein by 
reference and the (ii) Hosting Services described in Exhibit I.  Additional specificity 
regarding the scope of Services is provided for in Exhibit E (Scope Assumptions) to 
the MSA.  As described in Section 17 below, the scope of Services will be further 
developed and refined by mutual agreement of the parties by February 1, 2013, or 
such other date mutually agreed by the parties pursuant to a Change Order 
(“Revised Scope Date”).  
 

B. Location of Services.   
Supplier will perform Services under this SOW at a SOV provided facility.  Supplier 
will also perform testing services at its facility in Belton, Texas.  All Hosting Services 
will be located in the U.S. 
 

C. Deliverables and Work Product.   
The list of Deliverables is included in Exhibit L attached to the MSA (including a cost 
schedule and an executive summary).  Additional details regarding the deliverables 
and work product will be documented in the Project Management Plan (“PMP”) that 
will be developed by the Revised Scope Date. 
 

D. Milestone Schedule 
A preliminary VT project schedule has been developed and will be revised, reviewed 
and approved by both parties by the Revised Scope Date. Supplier will provide the 
Services in accordance with the timeframes set forth in the project schedule.  A list of 
Critical Milestones subject to liquidated damages is included in Exhibit C. 
  

E. Acceptance Criteria and Process. 
The Deliverable acceptance criteria and process will be set forth in the PMP.  
 

F. Supplier Personnel. 
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Process for approval of Supplier Personnel in Key Supplier Positions is described in 
the MSA. 
 

G. Supplier Resources. 
Description of Supplier Resources will be set forth in the PMP.  A preliminary list of 
Supplier Resources is included in Exhibit E (Scope Assumptions). 
 

H.  SOV Roles and Responsibilities.   
1. Services or Support:  See Exhibit E (Scope Assumptions) to the MSA. 
2. Facilities, Equipment and SOV Resources:  See Exhibit E (Scope Assumptions) 

to the MSA. 
3. Proprietary Materials:  SOV will provide licenses for all Oracle products. 

 
I. Governance Structure, Meetings and Reports.   

Governance Structure, Operation and Executive level meeting process and weekly 
status report standards will be mutually agreed by the parties and set forth in the 
PMP. 
 

J. Termination for Convenience. 
Notwithstanding Section 26.3 of the MSA, at any time prior to the date fifteen (15) 
days after the Revised Scope Date, SOV shall have the right to terminate this 
Statement of Work, in whole or in part, for convenience and without cause by 
providing Supplier with not less than fifteen (15) days prior written notice.  Upon any 
such termination, SOV shall have no liability other than to (i) pay Supplier Charges 
for Services rendered up to and including the effective date of termination; and (ii) 
reimburse Supplier for Pass-Through Expenses incurred by Supplier to procure 
Software or Hardware for SOV pursuant to Section 6 and 7 below, or as approved by 
SOV pursuant to a Change Order.  In the event of a termination in part, Charges will 
be adjusted in accordance with Section 26.4. 
 
 

3. HOSTING SERVICES. 
See Exhibit I (Hosting Services) to the MSA 

 

4. PROJECT MANAGERS. 
See Exhibit E (Scope Assumptions) to the MSA. 
 

5. STAFF.   
A. Subcontractors.   
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Supplier expects to engage Exeter Consulting (and its affiliates) to configure the 
OneGate product.  The final scope of the subcontractor configuration work will be set 
forth in the PMP and the revised RTM. 
 

6. SOFTWARE.  
A. Third Party Software provided by Supplier 

Subject to the terms and conditions of the MSA, Supplier will procure the following 
Third Party Software for SOV (the licenses for which will be directly between Supplier 
and the respective third party vendor):   
Liferay, 
OneGate 
Thunderhead 
 

B. Third Party Software provided by SOV.  
SOV will provide licenses for Oracle products and will pay maintenance on those 
products during the term of the SOW.  
 

7. HARDWARE. 
Not applicable at this time 

 

8. THIRD PARTY CONTRACTS. 
 
NONE AT THIS TIME.   
 

9. SERVICE LEVELS.  
See Exhibit D attached to the MSA.   

10. SECURITY, DISASTER RECOVERY, BUSINESS CONTINUITY PROCEDURES, 
CONTROLS 

See MSA and Exhibit D (Service Levels) and Exhibit J (Supplier Contingency 
Plans) attached to the MSA. 

11. FORECASTING 
Any forecasting needed will be set forth in in the PMP.  

12. FACILITIES TO BE PROVIDED BY SUPPLIER.    
Not applicable. 

13. ASSUMPTIONS. 
A. See Exhibit E (Scope Assumptions) attached to the MSA. 
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14. OPTIONAL SERVICES. 
A. Not applicable to this SOW. 

15. OTHER SERVICES. 
A. Not applicable to this SOW 

16. CHARGES AND PASS-THROUGH EXPENSES. 
A.  See Exhibit L (Cost)  attached to the MSA. 

17. ADDITIONAL TERMS. 
The parties agree to negotiate in good faith during the period prior to the Revised Scope 
Date to agree to the items noted herein, including the terms in Exhibit E (Scope 
Assumptions).  This SOW, Exhibit E and, as necessary, other related documents will be 
revised (either by means of an amendment to the MSA or by Change Order as 
appropriate) to reflect the mutually agreed terms by the Revised Scope Date. 
 
 
 
Agreed to and accepted by: 
 

CGI Technologies and Solutions Inc. 
(CGI) 

 State of Vermont  

By:      By:     
Name:      Name:     
Title:      Title:     
Date:      Date:     
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