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ATTACHMENT E
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (“Agreement”) is entered into by and between the State of Vermont
Agency of Human Services operating by and through its Department, Office, or Division of
( Insert Department, Office, or Division) (“Covered Entity”) and ( Insert Name of the
Contractor) (“Business Associate”) as of ( Insert Date) (“Effective Date). This Agreement
supplements and is made a part of the Contract to which it is an attachment.

Covered Entity and Business Associate enter into this Agreement to comply with standards promulgated under
the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) including the Standards for the
Privacy of Individually Identifiable Health Information at 45 CFR Parts 160 and 164 (“Privacy Rule”) and the
Security Standards at 45 CFR Parts 160 and 164 (“Security Rule”).

The parties agree as follows:

1. Definitions. All capitalized terms in this Agreement have the meanings identified in this Agreement, 45
CFR Part 160, or 45 CFR Part 164.

The term “Services” includes all work performed by the Business Associate for or on behalf of Covered
Entity that requires the use and/or disclosure of protected health information to perform a business
associate function described in 45 CFR 160.103 under the definition of Business Associate.

The term “Individual” includes a person who qualifies as a personal representative in accordance with 45
CFR 164.502(g). All references to “PHI” mean Protected Health Information. All references to

“Electronic PHI” mean Electronic Protected Health Information.

2. Permitted and Required Uses/Disclosures of PHI.

2.1 Except as limited in this Agreement, Business Associate may use or disclose PHI to perform Services
provided that any use or disclosure would not violate the minimum necessary policies and procedures
of Covered Entity. Business Associate shall not use or disclose PHI in any manner that would
constitute a violation of the Privacy Rule if used or disclosed by Covered Entity in that manner.
Business Associate may not use or disclose PHI other than as permitted or required by this
Agreement or as Required by Law.

2.2 Business Associate may make PHI available to its employees who need access to perform Services
provided that Business Associate makes such employees aware of the use and disclosure restrictions
in this Agreement and binds them to comply with such restrictions. Business Associate may only
disclose PHI for the purposes authorized by this Agreement: (a) to its agents (including
subcontractors) in accordance with Sections 6 and 14 or (b) as otherwise permitted by Section 3.

3. Business Activities. Business Associate may use PHI received in its capacity as a “Business Associate” to
Covered Entity if necessary for Business Associate’s proper management and administration or to carry out
its legal responsibilities. Business Associate may disclose PHI received in its capacity as “Business
Associate” to Covered Entity for Business Associate’s proper management and administration or to carry
out its legal responsibilities if a disclosure is Required by Law or if (a) Business Associate obtains
reasonable written assurances via a written contract from the person to whom the information is to be
disclosed that the PHI shall remain confidential and be used or further disclosed only as Required by Law




or for the purpose for which it was disclosed to the person and (b) the person promptly notifies Business
Associate (who in turn will promptly notify Covered Entity) in writing of any instances of which it is aware
in which the confidentiality of the PHI has been breached. Uses and disclosures of PHI for the purposes
identified in this Section 3 must be of the minimum amount of PHI necessary to accomplish such purposes.

Safeguards. Business Associate shall implement and use appropriate safeguards to prevent the use or
disclosure of PHI other than as provided for by this Agreement. Business Associate shall identify in
writing upon request from Covered Entity all of the safeguards that it uses to prevent impermissible uses or
disclosures of PHI.

Reporting. Business Associate shall report in writing to Covered Entity any use or disclosure of PHI in
violation of this Agreement by Business Associate or its agents including its subcontractors. Business
Associate shall provide this written report promptly after it becomes aware of such use or disclosure.
Business Associate shall provide Covered Entity with the information necessary for Covered Entity to
investigate the impermissible use or disclosure. Consistent with 45 CFR 164.502(j)(1) Business Associate
may use PHI to report violations of law to federal and state authorities.

Agreements by Third Parties. Business Associate shall ensure that any agent (including a subcontractor)
to whom it provides PHI received from Covered Entity or created or received by Business Associate on
behalf of Covered Entity agrees in a written contract to the same restrictions and conditions that apply
through this Agreement to Business Associate with respect to such PHI. For example, the written contract
must include those restrictions and conditions set forth in Section 12. Business Associate must enter into
the written contract before any use or disclosure of PHI by such agent. The written contract must identify
Covered Entity as a direct and intended third party beneficiary with the right to enforce any breach of the
contract concerning the use or disclosure of PHI. Business Associate shall provide a copy of the written
contract to Covered Entity upon request. Business Associate may not make any disclosure of PHI to any
agent without the prior written consent of Covered Entity.

Access to PHI. Business Associate shall provide access to PHI in a Designated Record Set to Covered
Entity or as directed by Covered Entity to an Individual to meet the requirements under 45 CFR 164.524.
Business Associate shall provide such access in the time and manner reasonably designated by Covered
Entity. Business Associate shall promptly forward to Covered Entity for handling any request for access to
PHI that Business Associate directly receives from an Individual.

Amendment of PHI. Business Associate shall make any amendments to PHI in a Designated Record Set
that Covered Entity directs or agrees to pursuant to 45 CFR 164.526, whether at the request of Covered
Entity or an Individual. Business Associate shall make such amendments in the time and manner
reasonably designated by Covered Entity. Business Associate shall promptly forward to Covered Entity
for handling any request for amendment to PHI that Business Associate directly receives from an
Individual.

Accounting of Disclosures. Business Associate shall document disclosures of PHI and all information
related to such disclosures as would be required for Covered Entity to respond to a request by an Individual
for an accounting of disclosures of PHI in accordance with 45 CFR 164.528. Business Associate shall
provide such information to Covered Entity or as directed by Covered Entity to an Individual, to permit
Covered Entity to respond to an accounting request. Business Associate shall provide such information in
the time and manner reasonably designated by Covered Entity. Business Associate shall promptly forward
to Covered Entity for handling any accounting request that Business Associate directly receives from an
Individual.
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10.

11.

12.

13.

Books and Records. Subject to the attorney-client and other applicable legal privileges, Business
Associate shall make its internal practices, books, and records (including policies and procedures and PHI)
relating to the use and disclosure of PHI received from Covered Entity or created or received by Business
Associate on behalf of Covered Entity available to the Secretary in the time and manner designated by the
Secretary. Business Associate shall make the same information available to Covered Entity (without
regard to the attorney-client or other applicable legal privileges) upon Covered Entity’s request in the time
and manner reasonably designated by Covered Entity so that Covered Entity may determine whether
Business Associate is in compliance with this Agreement.

Termination.

11.1 This Agreement commences on the Effective Date and shall remain in effect until terminated by
Covered Entity or until all of the PHI provided by Covered Entity to Business Associate or created
or received by Business Associate on behalf of Covered Entity is destroyed or returned to Covered
Entity subject to Section 15.11.

11.2 If Business Associate breaches any material term of this Agreement, Covered Entity may either: (a)
provide an opportunity for Business Associate to cure the breach and Covered Entity may terminate
this Contract without liability or penalty if Business Associate does not cure the breach within the
time specified by Covered Entity; or (b) immediately terminate this Contract without liability or
penalty if Covered Entity believes that cure is not reasonably possible; or (c) if neither termination
nor cure are feasible, Covered Entity shall report the breach to the Secretary. Covered Entity has the
right to seek to cure any breach by Business Associate and this right, regardless of whether Covered
Entity cures such breach, does not lessen any right or remedy available to Covered Entity at law, in
equity, or under this Contract, nor does it lessen Business Associate’s responsibility for such breach
or its duty to cure such breach.

Return/Destruction of PHI.

12.1 Business Associate in connection with the expiration or termination of this Contract shall return or
destroy all PHI received from Covered Entity or created or received by Business Associate on behalf
of Covered Entity pursuant to this Contract that Business Associate still maintains in any form or
medium (including electronic) within thirty (30) days after such expiration or termination. Business
Associate shall not retain any copies of the PHI. Business Associate shall certify in writing for
Covered Entity (1) when all PHI has been returned or destroyed and (2) that Business Associate does
not continue to maintain any PHI. Business Associate is to provide this certification during this
thirty (30) day period.

12.2 Business Associate shall provide to Covered Entity notification of any conditions that Business
Associate believes make the return or destruction of PHI infeasible. If Covered Entity agrees that
return or destruction is infeasible, Business Associate shall extend the protections of this Agreement
to such PHI and limit further uses and disclosures of such PHI to those purposes that make the return
or destruction infeasible for so long as Business Associate maintains such PHI.

Notice/Training. Business Associate understands that: (a) there may be civil or criminal penalties for
misuse or misappropriation of PHI and (b) violations of this Agreement may result in notification by
Covered Entity to law enforcement officials and regulatory, accreditation, and licensure organizations. If
requested by Covered Entity, Business Associate shall participate in information security awareness
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training regarding the use, confidentiality, and security of PHI.

14. Security Rule Obligations. The following provisions of this Section 14 apply to the extent that Business
Associate creates, receives, maintains or transmits Electronic PHI on behalf of Covered Entity.

15.

14.1

14.2

14.3

14.4

Business Associate shall implement and use administrative, physical, and technical safeguards that
reasonably and appropriately protect the Confidentiality, Integrity and Availability of the Electronic
PHI that it creates, receives, maintains or transmits on behalf of Covered Entity. Business Associate
shall identify in writing upon request from Covered Entity all of the safeguards that it uses to protect
such Electronic PHIL.

Business Associate shall ensure that any agent (including a subcontractor) to whom it provides
Electronic PHI agrees in a written contract to implement and use administrative, physical, and
technical safeguards that reasonably and appropriately protect the Confidentiality, Integrity and
Availability of the Electronic PHI. Business Associate must enter into this written contract before
any use or disclosure of Electronic PHI by such agent. The written contract must identify Covered
Entity as a direct and intended third party beneficiary with the right to enforce any breach of the
contract concerning the use or disclosure of Electronic PHI. Business Associate shall provide a copy
of the written contract to Covered Entity upon request. Business Associate may not make any
disclosure of Electronic PHI to any agent without the prior written consent of Covered Entity.

Business Associate shall report in writing to Covered Entity any Security Incident pertaining to such
Electronic PHI (whether involving Business Associate or an agent, including a subcontractor).
Business Associate shall provide this written report promptly after it becomes aware of any such
Security Incident. Business Associate shall provide Covered Entity with the information necessary
for Covered Entity to investigate any such Security Incident.

Business Associate shall comply with any reasonable policies and procedures Covered Entity
implements to obtain compliance under the Security Rule.

Miscellaneous.

15.1

15.2

15.3

15.4

15.5

In the event of any conflict or inconsistency between the terms of this Agreement and the terms of
the Contract, the terms of this Agreement shall govern with respect to its subject matter. Otherwise
the terms of the Contract continue in effect.

Any reference to “promptly” in this Agreement shall mean no more than seven (7) business days
after the circumstance or event at issue has transpired. A reference in this Agreement to a section in
the Privacy Rule or Security Rule means the section as in effect or as amended or renumbered.

Business Associate shall mitigate, to the extent practicable, any harmful effect that is known to it of
a use or disclosure of PHI in violation of any provision of this Agreement.

Business Associate shall cooperate with Covered Entity to amend this Agreement from time to time
as is necessary for Covered Entity to comply with the Privacy Rule, the Security Rule, or any other
standards promulgated under HIPAA.

Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the
Privacy Rule, Security Rule, or any other standards promulgated under HIPAA.
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15.6

15.7

15.8

15.9

In addition to applicable Vermont law, the parties shall rely on applicable federal law (e.g., HIPAA,
the Privacy Rule and Security Rule) in construing the meaning and effect of this Agreement.

This Agreement may be amended or modified, and any right under this Agreement may be waived,
only by a writing signed by an authorized representative of each party.

Nothing express or implied in this Agreement is intended to confer upon any person other than the
parties hereto any rights, remedies, obligations or liabilities whatsoever. Notwithstanding the
foregoing, the Covered Entity in this Agreement is the Agency of Human Services operating by and
through its Department, Office, or Division of ( Insert name of Department, Office,
or Division). Covered Entity and Business Associate agree that the term “Covered Entity” as used
in this Agreement also means any other Department, Division or Office of the Agency of Human
Services to the extent that such other Department, Division, or Office has a relationship with
Business Associate that pursuant to the Privacy or Security Rules would require entry into an
agreement of this type.

As between Business Associate and Covered Entity, Covered Entity owns all PHI provided by
Covered Entity to Business Associate or created or received by Business Associate on behalf of
Covered Entity.

15.10 Business Associate shall abide by the terms and conditions of this Agreement with respect to all PHI

15.11

it receives from Covered Entity or creates or receives on behalf of Covered Entity under this
Contract even if some of that information relates to specific services for which Business Associate
may not be a “Business Associate” of Covered Entity under the Privacy Rule.

The provisions of this Agreement that by their terms encompass continuing rights or responsibilities
shall survive the expiration or termination of this Agreement. For example: (a) the provisions of this
Agreement shall continue to apply if Covered Entity determines that it would be infeasible for
Business Associate to return or destroy PHI as provided in Section 12.2 and (b) the obligation of
Business Associate to provide an accounting of disclosures as set forth in Section 9 survives the
expiration or termination of this Agreement with respect to accounting requests, if any, made after
such expiration or termination.

15.12 This Agreement constitutes the entire agreement of the parties with respect to its subject matter,

superseding all prior oral and written agreements between the parties in such respect.

(Rev: 3/28/06)



